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A 1. OTA RAEEHATHE

0x08000000 Flash physical address Stack top address
Reset interrupt vector Reset Handler _

r— 0x08000004 (Start address of interrupt vector table) — Ml

& Non maskable interrupt vector NMIException

@ o hardfault interrupt vector HardFaultException

o

j=
— 0x08000004+N | OTA program main function entry | int main(void) |

l

| OTA process |

Jumpl@ ®

Increasing

Reset interrupt vector
0x08000004+N+M (New start address of interrupt vector Reset_Handler @
table)
Non maskable interrupt vector NMIException

) hardfault interrupt vector HardFaultException

o

£
@ Reset interrupt program entry Reset_Handler(void)

hardfault interrupt program entry Hardfault_Handler(void)
| XXX interrupt program entry | xxx_Handler(void) | <+
ey 0X08000004+N+M+n New program main function entry | int main(void) |

®

Main
function
Circle
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—) Interrupt request

7 FEIFTRBAET, MCU E47/5, M 0x08000004 Hutil-Hy H & A7 vl [ & iy ik, ki 21 5 fir
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AT App BRI E AR W IR S FE T, B BEE: 2 App F2 710 main 5, E S @O FTR,
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Ko
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1.1  AT32 USART OTA {1k
1.1.1 TEH4RE

SRR AT-START-AT32F403A S23a iR Al F 2644 4151, OTA demo VAL 4% AT32 HoAh Y
5 AP R T gmiEx MANS TR T AT-START 23tz 7RI AT .

1) #E/~{TLED2/LED3/LED4

2) USART1(PA9/PA10)

3) AT-START::HAR

1.1.2 BERE

1) tool_release
B |AP_Programmer.exe, PCHltool, HFi#H/ROTAFFZiifE
2) source_code
m Bootloader, BootloaderiifEf¢, izfTLED2/NHK
M App_led3 toggle, App1JifEfF, i&fTLED3IN%R
B App_led4_toggle, App2iFfE/F, iZfTLEDAA LR
T LFER el VB &1L, ZHH it B H i bg L8/, 152X/ vBSP H %
AT32F403A_407_Firmware_Library V2.x.x\project\at_start_f403a\templates 74 74 i 45 ( fI4AARGI7/8 keil 4/5,
eclipse_gcc ) 77X W IE2 I A

1.2 OTA demo f#H

ASCRYHR T WA F I OTA % demo, template app 1 dual app, J& 1l % 15 320 B/ 48 .

1) #TJFBootloader LIEVEFEFT, EHXMMCUM 5 Kitargetdn /5 T 23 S50 ik

2) $TJFIAP_Programmer.exe

3) EFIEFMIE L. APP R E b Mbin kY, rfidiDownload F#k, R

4) WELED2/3/4N%k, LED2IN)k-Bootloader L{f, LED3A#k-App1 L1, LED4Nk-App2 L1E

K&l 2. IAP demo Ffir#l
[ a5l IAP_Programmer_V1.2.6 I&I_Iér

Port Type R5232 7
R5232 Port Name COM35 - Baud Rate 115200 -

App Start Address(0x) 08004000
C:\app_led3_toggle.bin
Download

00000000

Download
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2 Template app OTA BRFEE
21 HuhtS A

& 3. Flash #it-472
Size flash block address

a96k| Template area

0x08080000

0x08004000
0x08003800

0x08000000

J#: Bootloader X G — 17X, JHF 17l i AR FEH (B2 5 E0) #flag, H1r 4% # 1524Bootloader
#f, ZERUFAE dflag #7401k .

22 PITHRE

OTA 434 Bootloader. App #il Template =314, NHTE App H1#4T, Template {XAF % App [l
s B AT (8] FEF AT RER L AEAE B 40 T
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& 4. BRFHITHE

MCU reset

Bootloader

App init

update flag set? Clear FWupdate flag

App run
Monitor update
cmd?

Copy data fromapp
template to app code

Receive app new FW
data, and copy to app
temlate address

Jump to app

Set updata flag
System reset

2.3 Bootloader project &t &

1) Keil&®

Kl 5. Bootloader project H address 1 7£ Keil % &

B
WA Options for Target "at_start_f403a E

Deviee Target |Gutput| Listing| User | 0/G++ | Asm | Livker | Debug | Utilities |

ArteryTek - ATI2FA03AVGTT

r~Code Generation
Yeal (MHz): ARM Compier: [ Use defack compier version =
Operating system: [ None |
System Viewer File ™ Use Cross-Module Optimization
|AT32F4D3m,v2.svd J [v Use MicraLIB I BigEndian

™ Use Custom File Floating Peirt Hardware: Use Single Precision _+
\

~Read/Only Memory Areas Read/Wiite Memory Areas —————————————
default  off-chip Start Size Startup default  off-chip Start Size Molnit
I Romi | o r r
I~  RoMZ | ol r |
[~ RoM3 o r r
orfEhE ond’up
2 IF{TI\:; Bx8000000 | x4000 |‘ I IRAM1 r
I IROM2 (e ™ IRAMZ m|

114 I Cancel I Defanl t= I Help |

2) BootloaderJifs /7 &k ota.h 3 fFH
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A 6. Bootloader project #F address 2 FER2FH i E

% app starting addre %/

#define APP_START_ADDR

address 2 % &

0=x08004000 “

% the previousz sector of app starting address is ota upgrade flag %/
Zdefine OTA_UPGRADE FLAG_ADDR (APP_START_ADDR - 0x800)

2.4 App project & E

OTA demo #&ft T 2 /> App F2 P ALl A, B DL address 2 (0x800 4000) Mizaniiht. App1
LED3 iN%F, App2 LED4 [A4F. LL App1 M, ¥itsbminF.
1) Keil LE&E
B 7. App project F address 2 7£ Keil &
)

k4 Options for Target "at_start_f403a"

Device Target | Dutput | Listing| User | C/CH | dan | Linker | Debug | Utilities|

ArteryTek - AT32F403AVGT7
Code Generation

ezl (MHz) ARM Compiler:

Operating system: ‘Nune j
System Viewer File:

Use default compiler version -

I~ Use Cross-Module Optimization

AT3I2F403A0c_v2 svd
I”" Use Custom File

address 2

Read/Only Memory Areas

' Use MicroLIB [0
-‘L& Floating Point Hardware: Use Single Precision =

Read/Wiite Memory Areas

[T ROMZ2: el r RAM2: r

default  off-chip Start Size Startup default  offchip Start Size Nalnit

roeow [ o e[ [ ¢
1

I RoM3 I—Jh c rorwx[ [
il
T

T on-chip
kow. [BcB004000  [G<10000 3 | m

ROMZ. | | C [~ IRAM2

<

.

-

Defaults ‘ Help

2) Appl FFEFHE
& 8. App project IIERFBERET FHRE

% config vector table offset */
nvic_vector table set(NVIC VECTTAB FLASH| 0x4000) ;

P R R R,

3) R bin ST

it User &K, B %% )51 fromelf.exe, R¥E.axf fF4E . bin S0F, FIT OTA B,
R E 3 AN EEE, BATHAT LAE R .bin ) APP #2575, il Bootloader 725 R AT S8 5T .
4) JfJEdebug App codeTlfig

WRAE T App code iR H LN App project FEAT B, 14 DL R

Bt T #Bootloader L%

m i App L2
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3 Dual app OTA BF&E
3.1 HuhkSAR

& 9. Flash Hihl-472
Size flash block address

496K

0x08080000
496K

0x08004000
16K 0x08003000

0x08000000

7#: Bootloader Xz /72 1 47X, HT17iApp &2 iE # fiflag, A/ 4 iF 15 Bootloader /7, ZE(RFA# dflag /74
»fl[‘o

3.2 BATHE

OTA 4374 Bootloader. App1 #l App2 =4, RHTE App1 5t App2 FHUAT. F2 /7 HAT AR HE
B
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K 10. BFPATHRE

MCU reset

Bootloader

Check App2 flag
set?

App init App init
Set Appl flag Set App2 flag
Clear App2 flag Clear App1 flag

App run App run
Monitor update Monitor update
cmd? cmd?

Receive app new FW Receive app new FW
data, and copy to data, and copy to
App2 address Appl address

Jump to App2 Jump to Appl

3.3 Bootloader project % &

3) Keil&®
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4)

3.4
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& 11. Bootloader project + address 1 7£ Keil % &

ArteryTek - ATI2FA03AVGTT

Hal (MHz):

System Viewer File

Operating system: [ None |

|.A.T3:Fz:3m,v2.svd

™ Use Custom File

[~ RoM3:

~Read/Only Memory Areas
default  off-chip Start Size Startup

] ROM1| o
r ROM2|

L

i~ Code Generation

Deviee Target |Gutput| Listing| User | 0/G++ | Asm | Livker | Debug | Utilities |

===

ARM Compiler: Use default compiler version hd

™ Use Cross-Module Optimization

[V Use MicraLIB

Floating Paint Hardware

[~ BigEndian

—

orfchip
I3 |RT|:1 (8000000 | (4000

™ IROMZ

e s e Tie |

default  off-chip
roee
r wa [
[~ RAM3
ond’up
v IRAM1
I~ IRAM2

Read/Wiite Memory Areas
Start

Use Single Precision ¥

Size

ﬂ W

Nolnit

Help

Bootloaderif2 /7% tota.h S #4:H

& 12. Bootloader project 7 address 2 7EfEFH % E

/% app_starting addre %/

Zdefinfe APP1_START_ADDR
Fdefine APP2_START_ADDR

0x08004000
0x08080000

<«— address WHE

#define OTA_UPGRADE_APPZ_FLAG_ADDR

/% the previous sector of app starting address iz ota upgrade flag %/

Zdefine OTA_UPGRADE_APP1_FLAG_ADDR

(APP1_START_ADDR - 0x800)
(APP1_START ADDR - 0x1000)

App project % B

OTA demo 4t T 2 /> App 23 S
app_led4_toggle A 0x8080000 Hyit2

e 3N
5) Keil LA E

app_led3_toggle L\ 0x800 4000 ittt
Gitihl. App1 LED3 [N, App2 LED4 [A4k. LA App1 M,

& 13. App project /' address 2 7£ Keil it &

Device Target | Dutpn

ArteryTek - AT32F403AVGT7

Xeal (MHz): |

System Viewer File:

Operating system: INune

IA.TEEFiSSi‘ooc_VZ svd

I™ Use Custom File
default  off-chip

I
r

9

Read/Only Memory Areas
i Start l Size Startup

romt | s
ROM. | c
Rom3: | J s

address 2 & é

i~ Code Generation

ARM Compiler: | Use default compiler version -

t| Listing| User | C/CH | Asm | Linker | Debug | Utilities|

===

[~ Use Cross-Module Optimization

¥ Use MicroLIB

Floating Point Hardwar

e

™ Big Endian

Use Single Precision =

omt |ckmn4mn 010000 |

a3

\OMZI

- Read/Wiite Memory Areas

default  offchip

M IRAMI:
I IRAMZ:

Start

ol
"
r RAM3|—
l—
—

Size

ﬂ il

o [ S o ([

MNalnit

cel | Defanlts

Help

6) Appl JEFEFBE

13 W
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A 14. App project MERREEEFFHE

% config vector table offset */

nvic _vector table set(NVIC VECTTAB FLASH,| 0x4000) :
bl R R s

)

P E 3B, FATE A LA S .bin ) APP F2/7, iEid Bootloader 2 /5 B nJ S35 # o

8)

g PR A Abin S
WL User it 1i-F, W B %5 HH fromelf.exe, HR¥#E.axf XA bin 04, HT OTA ¥ .

J Jidebug App codeTljgE

R AE BT App code iR 75 E X App project #EAT BRI, 151 L R ERAE.
a) Jt N#Bootloader T2

b) FiHi{App T
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Bootloader/App 5_EArHLE LS PR
Rt RS, B AR, R UL RO (5 s T
1) LGB i

15, EROHLE L

Start

Send OxGAAS

MACK or timeout(5s)

Wait for ACK
or NACK

Send Ox5A01

MACK or timeout(5s)

Wait for ACK
or NACK

ACK

Send Data

NIACK or timeout(5
Wiait for ACK or timeout(5s)

or NV

ACK

Send Dx5A02

\ MACK or timeout(5s)
Wait for ACK

or MACK

ACK

&
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2)

R 3 AL LIS Bl

B 16. TAHLE X

2021.12.31

F

Send NACK

F Y

Receive
Ox5AAS

Send ACK and
lump to |1AP

Receive

or timeout(3s

N or timeout(2s)

0x5401

Send ACK
ol

N or timeout(2s)

Receive Ox31

Send ACK

Receive Add(4 Byte)
FAE L

timeout(2s)

Receive data(2K Byte)

Receive

Ox5A02

Send ACK and

Jump to app

ACK: 0xCCDD
NACK: OxEEFF

Data: 0x31+ Addr + ### + chenksum (lbyte)

¥ 16 |
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Addr: 4bytes, &1/ #Ff
Kbytes, FEAHE, T AE2K A 2518 70XFF
Checksum: 1byte, 4bytes/JAddr + 2KBytes Z(75 1715 FIHIIC/\ fi;
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T AR E FH I (S FL A A B VR DX IRVR R X B L), BARACAE AT B RSB A SR B B PR

HERS 7 F AR B R TTH T R AU e (A) X AR ZORIOM A, e Ay Scif. BB 200 7 i DhRE 24 2R
MRS (B) MR (C) IRFEMMBIRFEIEL; (D) HURRHBRURASEE, HIsE) slds. RIS A AT R e, iR
VTR B R TR R, BRI R A AR S0 R T T, RS 0 S SR, I HLA ) S ST A S v A i A
AEIEER .

ZERH BUHERE )77 0 AN R T AR SCRS rh 4R A R 7 R BB R UL K S R T BURERE ) 31506 A SO IR RS 07 U 95437 T HOAE AT ERAIE
KA IE AR DRI 2 i s IS I AT 53 4E
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