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Introduction

This application note is written to help users with rapid project development using AT32F415xx.

Note: The corresponding code in this application note is developed on the basis of V2.x.x BSP provided by

Artery. For other versions of BSP, please pay attention to the differences in usage.

Applicable products:

Part number

AT32F415xx
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1 Preliminary environment requirements

Download development environment
B ARTERY's official website

1.1  Build AT32 development environment
1.1.1 Debug tools and evaluation board

The AT32F415 evaluation board has an AT-Link-EZ debug tool, as shown in the red box in Figure 1
below. The AT-Link-EZ can be disassembled and used with other circuit boards, supporting IDE
online debugging, online programming and USB-to-serial port.

Figure 1. AT-START-F415 evaluation board with AT-Link-EZ

7-12 V external pow er socket
Boot mode select (BOOT jumper cap) User LED*3 IO extend port
§ SR ). 5
20-pin ARM tﬂ_’:i 5 - R A I )
Standard casEERAn: >
JTAG port B %@?33 = e
5 = s ﬂ ) |
E}.ggsg;%gg .2 '3 v 8 < USART1 port
-3 < = - > ] = oD m—
2 ‘u = : 2 fiLED3 AR[= V
L _:] - o |2 LNEDI0z  AT-STA Usa HosT
5 == ° |2 “wPami- e
7Iv s ° : 3 o
O
AT-Link-EZ [N . |[E USB Host
—_C o ||S port
(3 ‘0 ?
» &
AT-Link port 82 /' : USB OTG
segas| | . port
’ 233333 4 -g»
HERS . .
2[=|¢|E|e i
USER )
EuEttSoET button AT32F415RC Arduino Uno extend port
GPIO and USB OTG jumper cap

Note: For details about resources for AT-START evaluation board, please refer to
UM_AT _START_F415 Vx.x. Path: ARTERY's official website—PRODUCTS—Value line—AT32F4xx;
download and unzip Evaluation Board package, and getthe “\AT_START_F415_Vx.X\03_Documents”.

Figure 2. AT-START-F415 evaluation board package

Evaluation Board

|

& AT-START-F415 AT32F415 evaluation board supporting Arduino standard interfaces V1.3

1.1.2 Programming tools and software

B AT programming tools and software: AT-Link / AT-Link+ /AT-Link-Pro / AT-Link-ISO /AT-Link-

2022.10.21 6 Ver 2.0.3
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EZ, ICP/ISP.

B 39 party programming tools: J-Link, Armfly, Alientek, XWOPEN, ICWORKSHOP, ZLG,
MaxWiz, Amomcu, Acroview, Forcreat, Galecomm, Prosystems, Rx-prog, Sinaen, XELTEK,
Zhifeng, etc.

Note: For more information, please visit ARTERY'’s official website—SUPPORT—Hardware Development
Tool and 3RP Party Writer.

B For ICP usage instructions, please refer to UM_ICP_Programmer. Path: ARTERY’s official
website—-PRODUCTS—Value line—AT32F4xx; download and unzip ICP tool, and get the
“Artery_ICP_Programmer_Vx.x.xx\\Document\UM_ICP_Programmer”.

B For ISP usage instructions, please refer to UM_ISP_Programmer. Path: ARTERY’s official
website—-PRODUCTS—Value line—AT32F4xx; download and unzip ISP tool, and get the
“Artery_ISP_Programmer_Vx.x.xx\Document\UM_ISP_Programmer”.

B ForAT-Link usage instructions, please refer to UM0004_AT-Link_User_Manual.

Path: ARTERY’s official website —PRODUCTS —Value line —AT32F4xx; download and
unzip AT-Link-Family, and get the “AT_Link_CH_ Vxx.x\05_Documents\UM0O004_AT-
Link_User_Manual_ZH Vx.x.X".

Figure 3. ICP/ISP/AT-Link-Family

‘ Tool

& AT32 IDE_Linux

& AT32 IDE_Windows Loz
& AT-Link Family V211
& AT-Link Console V3.0.02

& ICP V3.0.05
X ISP V20106
& ISP Multi-Port ETERATIZ MCU—THEIEE TE858E, I8 V2006

1.1.3 AT32 development environment

1.1.3.1 Template projects

The commonly used IDE template projects are available from BSP provided by ArteryTek. BSP
path: ARTERY’s official website—PRODUCTS—Value line—AT32F4xx.

Figure 4. BSP package

BSP
|
& Firmware Library AT32FAL5 firmware library BSP user guide V2.09

The template projects of Keil_v5/Keil_v4/IAR_6.10/IAR_7.4/1AR_8.2/eclipse_gcc/at32_ide are

——
2022.10.21 7 Ver 2.0.3
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Note: For

created in BSP. Path: AT32F415_Firmware_Library_V2.x.X\project\at_start_f4xx\templates. Open
the project folder and click on the project file to open the corresponding IDE project. The example
of Keil_v5 template project is shown below.

Figure 5. Keil_v5 templates

= "% Project: template

- %4 template
- user
_] at32f415 _clock.c )
) at32f415 intc —
_] main.c
J bsp
] at32f415_board.c —

. firmware

(o ) B @ N) =

L cmsis
) system_at32f415.c —
] startup_at32f415.s ———
LZ readme
_] readme.txt

|00| )

Contents in the project:

at32f415_clock.c: clock configuration file, contains default clock frequency and clock path;
at32f415_int.c: interrupt file, part of core interrupt function code flow is written by default;
main.c: main code file of the template project;

at32f415 board.c: board-level configuration file, contains settings of AT-START on-board
buttons and LEDs;

at32f415 xx.c under firmware: driver file of on-chip peripherals;

system_at32f415.c: system initialization file;

startup_at32f415.s: startup file;

readme.txt: project documentation, contains application functions, setting methods and
associated application notes (ApNote) of the template project.

Except for templates, BSP also includes code examples (Keil_v5 project files) in terms of
peripherals for reference (AT32F415 Firmware_Library V2.x.x\project\at_start _f4xx\examples).
more details about BSP, please refer to “Section 4 BSP application” of AT32F415 Firmware

@Q@O® ®OWOOE

BSP&Pack User Guide. Path: ARTERY's official website—PRODUCTS— Value line—AT32F4xx; download

and unzip

1.1.32

2022.10.21

BSP, and get the “\AT32F415_ Firmware_Library Vx.x.x\document”,

Pack installation

Install Pack and add the AT32 MCU part number to Keil/JAR. You can download Pack from
ARTERY'’s official website ~PRODUCTS—Value line—AT32F4xx.

Ver 2.0.3
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Figure 6. Pack download

Pack

|

& Keil 4 . R V2.2.0
& KeilS Supports AT32 MCU to run in Keil MDK V223

& |AR Supports AT32 MCU to runin IAR EWARM V2.1.6
X Segger Supports Segger tools to identify AT32 MCU V2.0.7

For Keil compiling system, keil 4.74 /5.23 or above is recommended. If Keil_v5 is used, please
unzip Keil5_AT32MCU_AddOn and install the corresponding ArteryTek.AT32F415_DFP. If Keil_v4
is used, please install Keil4 AT32MCU_AddOn. By default, the Keil installation path can be
recognized automatically during installation. If the path is not recognized or incorrect, you need to

manually select the Keil installation path.

Figure 7. Set up ArteryTek.AT32F415 _DFP

Pack Unzip: ArteryTek AT32F415 DFP 2.0.0

‘Welcome to Keil Pack Unzip
Felease 11/2021

*

This program installs the Software Pack:

AtteryTek AT32F415 DFF 2.0.0
AuteryT sk AT32F415 Series Device Suppart Diivers

- Destination Folder

DKl wEhAR MAYPACK artery Tek WA T32F415_DFFY2.0.0

Keil Pack Unzip

<< Back. I Mest >3 I

Cancel

Figure 8. Set up Keil4_AT32MCU_AddOn

Setup AT32 MCU AddOn Package to Keil MDK-ARM V2.0.6

Folder Selection

Select the folder where SETUF will instell files

Thiz Add-On will install inte the following product Eolder.

To install to this folder, press™Wext”, To install to o different folder,
press “Browse” and select another folder.

Destination Folder

D:WReil_vdl

ARMKEIL

Haxt >

roller Tools

Browse. ..

Cancal

You can also open keil and click on “Pack Installer” icon; then click on the top left “file” and select
“import” to import the corresponding pack downloaded from ARTERY's official website.

2022.10.21 9
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Figure 9. Pack Installer icon in Keil

K3 pvision
File Edit View Project Flash Debug Peripherals Tools SVCS Window Help
= ui‘ 4| | | | iE = | @ apci2rQ
‘ .::..:.| \| & @
Project L |

@8 Pack Installer

Install or update Software Packs that
contain Software Components

For IAR compiling system, IAR7.0 or IAR6.1 above is recommended. It is necessary to install
IAR_AT32MCU_AddOn. By default, the IAR installation path can be recognized automatically during
installation. If the path is not recognized or incorrect, you need to manually select the IAR installation

path.

Figure 10. Set up IAR_AT32MCU_AddOn

ik Setup AT32 MCU AddOn Package to IAR V2.0.5 Pad
This SETUF program installs:
AT32 MCU Device AddOn Package to IAR
This AddOn will install into the following product folder.

To install to this folder,press "Start”. To install to a different folder, press "Browse"

and select another folder.

Destination Folder

D:\Program Files (x86)\IAR Systems\Embedded Workbench 8.2 Browse...

Realtime Status 0%

Note: For more details about Pack setup, please refer to “Section 2 Pack setup” of AT32F415 Firmware
BSP&Pack User Guide. Path: ARTERY's official website—PRODUCTS—Value line—AT32F4xx; download
and unzip BSP, and get the \AT32F415_Firmware_Library_Vx.x.x\document”.

1.1.3.3 Use AT-Link for debug and download

If you want to use AT-Link in IAR, select CMSIS-DAP in Debugger option.

2022.10.21
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Figure 11. Keil Debug option

=2 N- I 3 | | 4 = | | EE E | B tvricRirer JRe al e oo &
@ \_l Iﬁl @ | ?Q| template va ’ ‘} @
Project LR = | _] main.c
Project: t lats
= 7% Project: template ki Options for Target ‘template’ x
=% template
EHD user Device | Target | Output | Listing | User | C/0++ | Asm | Linkerl Debug IUtilities]
1 at32f415_clock.c . .
- * Use Simulstor ~ with restrictions  Seftings " Use: |CMSIS-DAP Deb - | | Settings
11 at326415 intc = [ o o 9s K| SN |
. [ Limit Speed to Real-Time ULINK2/ME Cortex Debugger A
1 main.c K F = ooe
- bsp ¥ Load Application at Startup M Runto main(} V¥ Load main{}
L] at32f415_board.c Intialization File: Inttializatid Models Cortex-M Debugger
~ 5T-Link Debugger
= ﬁrmfware J PEMicro Debugger J
B cmsis Restare Debug Session Settings Restare, NUL'n.k Debugger
L] system_at32f415.c Stellas ICDI
B - v Breakpoints v Toolbox W Bﬁi;lLabsEIUDA %emgggl'b v
5 il it
startup_at32f413.s ¥ Watch Windows & Performance Analyzer W w T

=T readme

[¥ Memory Display [¥ System Viewsr ¥ Memory Display [¥ System Viewer
_] readmetxt
CPUDLL: Parameter: Driver DLL: Parameter:
[SARMCM3.DLL |-REMAP [SARMCM3.DLL |
Dialog DLL: Parameter: Dialog DLL: Parameter:
|DCM.DLL |-pCM4 |TCM.DLL |-pCM4

Manage Component Viewer Description Files ... |

0K | Bl el | Help

Go to Debug and click on Settings to enter the Cortex-M Target Driver Setup interface.
1. Select AT-Link(WinUSB)-CMSIS-DAP/AT-Link-CMSIS-DAP;

Note: For details about WinUSB, please refer to FAQ0136_How to use AT-LINK WinUSB to improve download
speed (ARTERY's official website—SUPPORT—FAQ—FAQO0136).

2. Find Port, select SW and then tick SWJ;
3. Confirm thatthe ARM SW-DP debug module is recognized.

Figure 12. Keil Debug Settings

Cortex-M Target Driver Setup X

Debug lTrace ]Flash Download] 3

CMSIS-DAP - JTAG/SW Adapter SW Device

AT-Link(WinLSB) CMS15-D/AJRd IDCODE Device Mame
SWDIO | @ (x0BC11477  ARM CoreSight SW-DP
2 _ & I
I SWl Por:fsw |

< |

Max Clock: |5MHz =1

| | | AP: [ox00

Click on Utilities and untick option box 1; then select CMSIS-DAP Debugger in option box 2, and
finally tick option box 1 (it should be unticked first and then ticked).

Figure 13. Keil Utilities

Device ] Target I Dutput] Listing] User ] C/C++ I Asm ] Linker ] Debuz Utilities l

Configure Fash Menu Command

{* |se Target Driver for Flash Programming [~ Use Debug Driver

2 I CMSIS-DAP Debugger - Settings I [ Update Target before Debugging
it File: | | Edt
e — - S S 1 ] S O - L
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If you want to use AT-Link in IAR, please click on Project and select Options; then select CMSIS-
DAP in Debugger option, and select SWD in CMSIS DAP option.

Figure 14. IAR Debug option

File Edit View

I
CMSIS—DAP Tools  Window Help

2 Q>85=2< 0 >0 RO -= 0+ ;

0 R @ [e aAddFies.
Workspace [& AddGroup...
Dobug [4] import File List..
. Add Project Connedtion...
Edit Configurations...
=] lemlate
el ] Remove
B crsis
i firmware | 1) Create New Project...
Ereadme |9 agdBasting Project.. |t
}—E_\ W user
| Elat3zid & options... Alt=F7
| [ at32f4 trare
| mainc  Version Control System b load fra
B Output A
@ Make F7 g
B compite ey foEmERE
@ RebuildAl
& Clean SOFTWAR
INTEES ©
& Batch build... Fe I ronie
C-STAT Static Analysis [TORY OR
JDING BU
Stop Build Cirl=Bresk F55 FOR
© Download and Debug Ctrl=D [Frreses
» Debug without Downloading
) Attach to Running Target "at32fd
Make & Restart Debugger Ctil+R |"atiafs
Restart Debugger U ShittR oo
Download
SFR Setup
ogroup
o CMSIS-Manager
Open Device Desription File »
Save List of Registers... —

Cetemay Factor Settings
General Options
Static Analysis
Runtime Checking
C/C-++ Compiler Setup Download Images Extra Options Multicore Plugins
Assembler
Qutput Converter X
Custom Buid Driver Run to
Build Actions N
i CMSIS DAP v |mam
mulater
caD!
CMSIS DAP TrieT
GDB Server I-jet/ITAGjet
Ljet/TTAGjet J-Link/)-Trace
J-Link/1-Trace T Stellaris
I Stellaris Nu-Link
Nk PE micro
';T['z: ST-LINK
Third-Party Driver
Third-Party Driver TI MSP-FET
TI MSP-FET B
Tix0s TI XDS \debugger\ArteryTek\ATI2F407xG | [

Cancel

Figure 15. IAR CMSIS-DAP option

Categony:

General Options
Static Analysis
Runtime Checking
CJ/C++ Compiler
Assembler
QOutput Converter
Custom Build
Build Actions
Linker
Debugger
Simulztor
CADI
CMSIS DAP
GDEB Server
I-jet/TTAGjet
Jink/I-Trace
TI Stellaris
Mu-Link
PE micro
STALIMK
Third-Party Driver
TI MSP-FET
TIXDS

Setup Interface Breakpoints

Probe config Probe configuration file

@® Auto Override default
(O From file

) Explicit Select
P

Interface Explicit probe configuration

CITAG Multi-target debug system

Target with multiple CPUs

Interface

Auto detect

Note: For details about Flash algorithm file, MCU switch and solutions for “J-Link cannot find MCU”, please
refer to AT32F415 Firmware BSP&Pack User Guide. Path: ARTERY'’s official website—PRODUCTS—Value
line—AT32F4xx, download and unzip BSP, and get the \AT32F415_ Firmware_Library Vx.x.x\document”.

1.1.4 How to replace SXX

B Please refer to MG0005_ Migrating from SXX32F0xx&GX32F3x0 to AT32F415 (ARTERY’s

2022.10.21

12 Ver 2.0.3
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official website—-PRODUCTS—Value line—AT32F4xx);

B [f the program still cannot run properly after completing the above steps, please refer to other
sections of this application note or contact the agent and ARTERY technicians for help.

Note: Compared with SXX32F0xx, AT32F415 is more flexible to achieve better performance. Please refer to
ANO0004_Performance_Optimization (ARTERY’s official website—SUPPORT—AP Note—AN0004) to leamn

how to pro

1.2
1.2.1

mote performance of AT32F415.

AT32F415 chip enhanced functions
Prefetch buffer

When the prefetch buffer is set, the CPU can execute operations faster. For example, while the
CPU is reading one byte, the next byte is waiting in the prefetch buffer. The Prefetch controller
decides whether to access the Flash according to the available space in the prefetch buffer. When
there is at least one available block in the prefetch buffer, the prefetch controller starts a read
operation.

The user needs to set wait states according to different system clock frequencies by setting bit 2:0
of the FLASH_PSR register (corresponds to the FLASH_ACR register of SXX32).

Figure 16. Wait states of Flash performance select register (FLASH_PSR)

Bit Abbr. Reset value Type Description
Wait states
The wait states depends on the size of the system clock,
and they are in terms of system clocks.
0: Zero wait state when OMHz<system clock<32MHz
Bit2: 0 WTCYC 0x0 w 1: One wait state when 32MHz<system clock<64MHz
2: Two wait states when 64MHz<system clock<96MHz
3: Three wait states when 96MHz<system clock<128MHz
4: Four wait states when 128MHz<system clock<150MHz

AT library has corresponding settings in the system clock configuration function
“system_clock_config()”. For other BSP versions, please find out the correct position and complete
the corresponding settings.

Figure 17. System clock configuration function “system_clock_config”

vold system clock config(woid)

{
/* config flash psr register */f
flash psr set (FLASH WAIT CYCLE 4):

¥ reset crm */
crm _reset();

crm clock source_enable (CRM CLOCKE SOURCE_HEXT, TRUE);
f#* wait till hext is ready */

while (crm hext stable wait () == ERROR)
{

Note: When the AHB clock prescaler is not equal to 1, the Flash prefetch buffer (FLASH_PSR[4]=0x1) must
be enabled.

2022.10.21
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1.2.2

1221
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PLL clock settings

PLL setting methods

The embedded PLL clock of AT32F415 has a maximum output frequency of 150 MHz, and it can be
configured by using the CRM_CFG register (corresponds to the RCC_CFGR register of SXX32) or
the additional CRM_PLL register. Users can use the CRM_PLL register to configure more PLL clock
frequencies, and the formula is shown below:

PLL multiplication factor (PLL_NS)
PLL pre — divisionfactor (PLL_MS) X PLL post— division factor (PLL_FR)

PLL outputclock= PLL ref. input clock X

When the SXX32F0xx BSP is used, the PLL setting example (HEXT=8 MHz, PLL=48 MH2):
RCC->CFGR |= (uint32_t)(RCC_CFGR_PLLSRC_HSE |RCC_CFGR_PLLMULL®6);

If the user wants to use SXX32F0xx program to output a clock greater than 48 MHz on AT32F415, it
is necessaryto configure the CRM_CFG register (correspondstothe RCC_CFGR register of SXX32).

When PLL=144 MHz, the corresponding setting is as follows:

RCC->CFGR |= (uint32_t)(RCC_CFGR_PLLSRC_HSE|RCC_CFGR_PLLMULL18);

When the AT BSP is used, the PLL setting example (HEXT=8 MHz, PLL=48 MH2):

crm_pll_config(CRM_PLL_SOURCE_HEXT,CRM_PLL_MULT_6);

When the AT BSP is used, the PLL setting example (HEXT=8 MHz, PLL=144 MHz):

crm_pll_config(CRM_PLL_SOURCE_HEXT,CRM_PLL_MULT_18);

The user also can use the additional CRM_PLL register of AT32 MCU to configure more clock
frequencies. For example, if the AT32F415 BSP is used, the PLL setting example (HEXT=8 MHz,
PLL=150 MHz):

Figure 18. AT32F415 150 MHz PLL clock configuration
#define CRM_PLL_NS ((uintl6_t)0x4B) /* PLL_NS=75%*

#define CRM_PLL_MS ((uintl6_t)0x01) /* PLL_MS=1*/
/* config pllclock resource  PLL_FR =4*/
crm_pll_config2(CRM_PLL_SOURCE_HEXT,CRM_PLL_NS,CRM_PLL_MS, CRM_PLL_FR_4);

Where, the parameter CRM_PLL_SOURCE_HEXT represents that the HEXT is used as external
clock source; PLL_NS=75, PLL_MS=1, and CRM_PLL_FR_4 (0x02, divided by four) represents the
PLL_FRvalue.

Please referto AN0117_AT32F415 CRM_Start_Guide (ARTERY's official website—»SUPPORT
—AP Note—ANO0117) for more details about AT32F415 clock source settings and modification and
learn how to use New Clock Configuration (ARTERY's official website—-PRODUCTS—Value
line—>AT32F4xx) to generate the desired clock code and apply it to the project.

14 Ver 2.0.3
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1.2.22

Auto step-by-step switch

When the internal PLL of AT32F415is set to 108 MHz and above, it is necessary to perform auto

step-by-step switch.

When the SXX32F0xx BSP is used, the user needs to open system_sxx32f0Oxx.c and find out the
current system clock configuration function (go through Section 1.2.2.1 PLL settings), and add the

following codes in ltalic black to the static void SetSysClockToxxM(void) function.

Figure 19. SXX PLL auto step-by-step switch configurations

/* Wait till PLL is ready */
while((RCC->CR&RCC_CR_PLLRDY)==0)

{

}

*((unsigned int  *)0x40021054) |= (0x30); // Enable auto step-by-step clock switch function
/* Select PLL as system clock source */

RCC->CFGR &= (uint32_t)((uint32_t)~(RCC_CFGR_SW));
RCC->CFGR |= (uint32_t)RCC_CFGR_SW_PLL;

/* Wait till PLL is used as system clock source */

while (RCC->CFGR & (uint32_t)RCC_CFGR_SWS) != (uint32_t)0x08)
{

}
*((unsigned int  *)0x40021054) &=~ (0x30); // Disable auto step-by-step clock switch function

When the AT32F415 BSP is used, the example of PLL auto step-by-step switch is shown below:

Figure 20. AT32 PLL auto step-by-step switch configurations

/* enable auto step mode */
crm_auto_step_mode_enable(TRUE);

[* selectpll as system clock source */
crm_sysclk_switch(CRM_SCLK_PLL);

[* wait ill pllis used as system clock source */
while(crm_sysclk_switch_status_get() '= CRM_SCLK_PLL)
{

}

[* disable auto step mode */
crm_auto_step_mode_enable(FALSE);

[* update system_core_clock global variable */

system_core_clock_update();

Note: If the auto step-by-step system clock switch is enabled, it must be disabled after clock switch.

2022.10.21
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1.2.3 Encryption mode

1.2.3.1 Access protection

The access protection is commonly known as “encryption”, which is applied to the entire Flash
storage area. Once the Flash access protection is enabled, the embedded Flash storage area can
only be read through normal execution of the program, not through JTAG or SWD. When ICP/ISP
tool is used to disable the access protection, the chip will perform erase operation on the Flash.

Note: Once enabled, the high-level access protection cannot be disabled, and the user is not allowed to
re-erase or program the system data areain any way.

The ICP/ISP tool can be used to enable and disable IC access protection, as shown below:
B Artery ICP Programmer (BOOT0=0, BOOT1=0)

Enable access protection: Open Artery ICP Programmer—Access protection—Enable high-
level access protection.

Disable access protection: Open Artery ICP Programmer—Access protection—Disable.

Figure 21. Enable/disable access protection in ICP Programmer

{7 Artery ICP Programmer_V3.0.03 — X

File  J-Link settings ~ AT-Link settings | Target | Language Help

Part Number: AT32FA15F 2% ©T3s€ I ?l- ?

Disconnect Erase main flash
AT-Link-EZ2 FW:V2.1.2 Erase sectars +
AT-Link o AT-LinkSN: D3B3555300C j&' 4_}_ 77
User system data
Access protection 4 i
W25Q128V 16 Ll | Enable access protection
; Enable high level access protection
Memory read settings D status L >
Disable
Address Ox (08000000 Read size Ox 2T AT P LT E e

DownlLoad
File info

Flash CRC
MNo.  File name (0x) Add
1 415.hex Debug DOF73 Delete

Bl Artery ISP Programmer (BOOTO0=1, BOOT1=0)

Enable access protection: Click on “Next” until enter the final interface, then select
“Protection/Enable/Access protection” —Next—Yes, encrypted.

Disable access protection: Protection/Disable/Access protection—Next—Yes, Flash decrypted.

2022.10.21 16 Ver 2.0.3
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Figure 22. Enable access protection in ISP Programmer
W Artery ISP Programmer V2.0.04 —
ARMN-RY 455
o T
(O Eraze () Edit User system data
(O Disable sLib

O Download to devics

¥ File Name File Size Address Range(Ox)
1 413 hex 3412 08000000-08000D53
= Confirm E
$ 4
i 0 Are you sure to enable the access protection?
r
3 00000001
=0
protection after Townload [Agcess protection
O Vpload From devics |C:\tsst binhexil bin
O Firmwere CRE [}
() Flash CRC
1 Secter1—0xB000000 Secter—0z8000000
Access protection ~ I

ENAELE v

I@Prﬂtectmn
Back @l
2

Figure 23. Disable access protection in ISP Programmer

AR EED

(O Eraze (O Edit User system data
(O Dowrdoad to device (O Dizable sLib

Ho File Hame File Size Address Range(Ox)
1 413 hex 3412 02000000-08000D53
Confirm

The flash memory will be mass erased and all contents will be lost Are

6 you sure to disable the access protection?

Enzble Acceszs protection after Dewnload [Aooess protection

O Vpload From device © hesst binkexil bin

(O Firmware CEC (]

() Flash CRC
.I SectorI—DxB000000 Sectorl—{E000000
DISKBLE v | |Aecess protection ~ I

I@ Frotection
Eackz Bz

Bl Artery ISP Multi-Port Programmer (BOOTO0=1, BOOT1=0)
Enable access protection: Protection/Enable/High-level access protection—Start, encrypted;

Disable access protection: Protection/Disable/Access protection—Start, Flash decrypted.

Note: Once enabled, the access protection cannot be disabled through erase operation.

- S N
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Eraseand program protection

The program protection is applied to the entire Flash storage area or certain pages in the Flash
storage area. Once the Flash program protection is enabled, the internal Flash storage area cannot
be programmed in any way.

The user can use ICP/ISP programmer to enable/disable erase and program protection, as shown
below:

Bl Artery ICP Programmer (BOOT0=0, BOOT1=0)

Enable erase and program protection: Open Artery ICP Programmer—User system data—Tick
the sectors that require erase and program protection—Apply to device.

Disable erase and program protection: Open Artery ICP Programmer—User system data—
Untick the sectors that do not require erase and program protection—Apply to device.

B Artery ISP Programmer (BOOTO0=1, BOOT1=0)

Enable erase and program protection: Protection/Enable/Erase and program protection —
Next—Yes, erase and program protection enabled.

Disable erase and program protection: Protection/Disable/Erase and program protection —
Next—Yes, erase and program protection disabled.

B Artery ISP Multi-Port Programmer (BOOTO0=1, BOOT1=0)
Enable erase and program protection: Protection/Enable/Erase and program protection—
Start—Yes, enabled.
Disable erase and program protection: Protection/Disable/Erase and program protection —
Start—Yes, disabled.

Figure 24. Enable erase and program protection in ICP Programmer

[ User system data x

Access protection
FAP Disable -

System setting byte

nWDT_ATO_EN ADEPSLP_RST nSTDBY_RST

Erase and program protection bytes

Name start address  End address  Size EPP ™ | EPPO-3
[Cisectoro 0xB000000  OxB0007FF  Ox800(2K) N
[] sectort 08000800 OxB000FFF 0xB00(2K) N
Sector2 0x8001000 Ox80017FF 0xB00(2K)
Sector3 0xB001800  OxBOOTFFF  OxB00(2K) -
Sectord 0xB002000  OxBOOZFFF  OxBOO2K) -
Sectors 0x8002800 Ox8002FFF 0x800(2K)
] sectors 0xB003000  OxBOOITFF 0xB00(2K) N v | [ selectall
User data
Date 0 1 2 3 4 5 & 7 ~ Clear
FFFF |FF |FF |FFFF FF |FF

Data 8---15 (0x) FFFF |FF|FF|FF FF FF|FF
Data 16-—23 (0%) FFOFF |[FF|FF O FFFF FFFF Load file

Data 24---31 (0%) FFFF |FF|FF|FFFFFF|FF v || savetofile

Load from device Apply to device Load from file Save to file
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Figure 25. Disable erase and program protection in ICP Programmer

{7 User system data

Access protection
Fap Disable v

System setting byte

558

nWDT_ATO_EN nDEPSLP_RST nSTDBY_RST

Erase and program protection bytes

MName

[ sectoro
[ sectort
[ sectorz
[ sector3
[ sectora
[ sectors
[ sectors

Start address
Ox8000000
O0x8000800
Ox8001000
0x8001800
0x8002000
0x8002800
0x8003000

End address
0xB000TFF
0«B000FFF
0xBO01TFF
0xBO01FFF
0B0027FF
Ox8002FFF
0xBO03TFF

Size
0x800(2K)
0x800(2K)
0x800(2K)
0x800(2K)
0x800(2K)
0xBOB(2K)
0x800(2K)

Z 2z zzzzz=z

>

<

EPPO-3

GEGEE

[] selectall

User data

Date

Data 0---7 (0x) FF

Data 8---15 (0)
Data 16-—23 (0%)
Data 24-—31 (0%)

o 1

FF
23
23

FF
FF
Fr
Fr

7 ~ Clear

Load file

v | | Savetofile

Save to file

X

Note: Once enabled, the erase and program protection cannot be disabled through erase operation.

1.2.4

Set boot memory as main Flash memory extension area

By default, boot memory stores the original boot codes in BOOT mode. For AT32F415 series MCUs,
the boot memory also can be used as the main Flash memory extension area (AP mode) to store
user-defined codes.

Note: The boot memory AP mode can only be set once, and the BOOT mode function of the original
boot memory cannot be restored after setting.

The user can use Artery ICP Programmer to set the boot memory as the main Flash memory
extension area as follows:

2022.10.21

Target—Boot memory AP mode—OK.

19

Open Artery ICP programmer and select AT -Link/J-Link to connect;

Connect AT-Link/J-Link emulator to AT-START-F415 board and power on;
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Figure 26. Set AP mode in ICP Programmer

I Artery ICP Programmer_V3.0.03 1 — X
File  J-Link settings  AT-Link settingsl Target I Language Help
) | [Part Number: ATszRarsy Ve erase ’I ?r ?
Di Erase main flash -
AT-Link-EZ FW:Vv2.1.2 E " +
f . rase sectors
AT-Link | |AT-Link SN: D3B3555300C j&' 4 * jj
User system data
S - Access protection 4
W250Q128V Gl
Memory read settings 2 slib status
Address Ox (08000000 Read size bwet prshvey Al e Read
Download
File info
Flash CRC
Mo.  File name as (0) Add
1 415hex Debug 0F73 Delete
Enabling AP mode....... |
I | || Ocvmioad
Flash info F !

Warning X

AP Maode can only be set once, and the data of boot memory is
i l . unrecoverable after setting.

3

B To prevent misoperations, the user needs to manually enter the enable key 0xA35F6D24, and
then the “Flash info” interface will display a success or failure message.

Figure 27. AP mode enabling in ICP Programmer

-

File  J-Link settings  AT-Link settings Target Language Help

Part Number: AT32F415RCT7-7  FlashSize: 256KB |’|?|- ?

AT-Link-EZ  FW:V2.1.2 +
AT-Link ~ AT-Link SN: D3B3555300C0555104173D02  (WinUSE) ﬁ 4}1 "

1000000

Disconnect

W25Q128V 16ME Seleg

Memory read settin{ " AP mode enable key — .

Address Ox 0800004 Read
Enable key:(0x) l:l (0xA35FED24)

ne Add
Mo, File name OK Cancel i

1 415.hex F73 Delete

File info

Enabling AP mode.

I DownlLoad

Flash info  File info

The user can use Artery ICP Programmer to set the boot memory as the main Flash memory
extension area (in mass production) as follows:

B Connect AT-Link emulator to AT-START-F415 board and power on.

Note: The on-board AT-Link EZ does not support offline programming. If necessary, please use AT -Link other
than EZ version.
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B Open Artery ICP programmer and select AT-Link to connect;
B AT-Link Setting—AT-Link offline config settings;
B Generate an offline project as follows:
1. Click on “Create”;
Enter project name,;
Select MCU part number;
Add .hexfile

Select SWD as the download interface;

o a k~ w N

Tick boot memory AP mode and enter the key;
7. Save projectto AT-Link or save project file.

Complete other relevant settings as necessary.

Figure 28. Offline config settings in ICP Programmer

[ AT-Link Setting - >

AT-Link settings AT-Link offline config settings  AT-Link offline download status

ot profc [ oo 1=
| Project name | test | |pevice [aTaorais | aT3zraisrcTr |
MNo.  File name File size Address range(0x) Storage Ioca4: Add

1 run_in_boot_memary.hex 3796 08000000-08000ED3 Delete

2 run_in_boot_memaory.hex 68 1FFFE400-1FFFE443

< >

Erase option | Erase the sectors of file size ~

[] Download times |:| Verify

[ Encryption transmit 5

[] Reset and run IDcwn\cad interface | SWD VI

[] Write user system data |

[ Enable FAP after download 6 Boot memory AP mode

Access protection il Key:(0x) A35F6D24| (OxA35Fa024)

Software serial number(SN) SPIM settings sLib settings
[] Write software serial number
08010000
00000001

00000001

Load parameters Save parameters

7 7

Open project Save project file

I Save project to AT-Link I Close

B If you select “Save project file”, the project will be saved as an .atcp file for easy loading to other

versions of AT-Link.

The following window (as shown in Figure 24) will pop up in operation. If you tick “This project is
only used at the specific AT-Link”, this project file will be bound to a specific AT-Link and can
only be used on this AT-Link, and you need to set the AT-Link serial number. If you tick “This

project is only used once”, this project file can only be used once on the same AT -Link.

21
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Figure 29. AT-Link project file settings

[ AT-Link project file settings — et

This project is only used at the specified AT-Link.

AT-Link SN: |88A150320000832905177402 |

[] This project is only used once.

AT-Link AIN:  |07318178B80B910B |

oK Cancel

B [If the projectis saved to AT-Link successfully, in the offline download status interface (as
shown in Figure 25), select offline download item—Save and activate, to start download.

Figure 30. AT-Link offline download status

{7 AT-Link Setting - s

AT-Link settings  AT-Link offline config settings  AT-Link offline download status

Select offline download item: Download interface:
test ~ | | Save and activate 115200

AutoMatic
Activated project: test

Total downloads:  Unlimited

Downloaded times: Successful downloads:

File download successfully! !

Start download

Start button free download

B Refer to  ANO0066 config_boot memory as extension_of main_memory  (AP_mode)
(ARTERY's official website—SUPPORT—AP Note—AN0066) for more information about the

memory extension.

B Referto BSP for the demo of running user application in boot memory. Path: ARTERY's official
website—PRODUCTS—Value line—AT32F4xx; download and unzip BSP, and then get the
AT32F415_ Firmware_Library V2.x.Xutilities\at32f415 boot_memory_ap_demo.

1.2.5 Recognize AT32 MCU in program

B Read Cortex-M CPU ID to identify MO, M3 and M4 core

2022.10.21 22 Ver 2.0.3
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Figure 31. Read Cortex ID

cortex_id = *(uint32_t*)OXEOOOEDOO;// Read Cortex ID

if((cortex_id == 0x410FC240) || (cortex_id == 0x410FC241))

{
printf("This chip is Cortex-M4F.\r\n");
}
else
{
printf("This chip is Other Device.\r\n");
}

B Read PID and UID

Figure 32. Read PID and UID

/* Get the base address of AT32 MCU PID/UID */
#define DEVICE_ID_ADDR1 OX1FFFF7F3

/* Usedto store ID */
uint8_t ID[5] ={0};

[* AT32F415 MCU type table */
constuint64_tAT32_MCU_ID_TABLE[] =
{

0x0000000570030240, //AT32F415RCT7 256KB

0x00000005700301C1, //AT32F415RBT7 128KB

h

/* Get PID/UID */
ID[0] = *(int)DEVICE_ID_ADDR1;
ID[1] = *(int*)(DEVICE_ID_ADDR2+3);
ID[2] = *(int*)(DEVICE_ID_ADDR2+2);
ID[3] = *(int*)(DEVICE_ID_ADDR2+1);
ID[4] = *(int*)(DEVICE_ID_ADDR2+0);

/* Combine PID/UID */
AT _device_id =

/¥ Judge AT32 MCU */

for(i=0;i<sizeof(AT32_MCU_ID_TABLE)/sizeof(AT32_MCU_ID_TABLE[OQ]);i++)

if(AT_device_id == AT32_MCU_ID_TABLE][i])
printf("This chip is AT32F4xx.\r\n");
}

else

printf("This chip is Other Device.\r'\n");

LQFP64
LQFP64

/I Define Artery MCU part number, UID base address
#define DEVICE_ID_ADDR2 0xE0042000 /I Define MCU device number, PID base address

((uint64_t)ID[0]<<32)|((uint64_t)ID[1]<<24)|((uint64_t)ID[2]<<16)|((uint64_1)ID[3]<<8)|((uint64_t)ID[4]<<0);

23

Note: The AT32F4xx MCU contains multiple ID codes. Combine the obtained ID information to a 64-
bit data to help identify the specific MCU model. For more information, please refer to the Reference

Ver 2.0.3



- Getting Started with AT32F415

2.2

2.3
2.3.1

2022.10.21

Manual (DEBUG section) of each series and ANO016_Recognize_AT32_MCU (ARTERY's official
website—SUPPORT—AP Note—AN0016).

FAQs in downloading/compiling
Hard Fault Handler

The data being accessed is out of range.
Find out the access violation point and modify the data to the normal range.
The SRAM being used exceeds the specified MCU SRAM.

The system clock configuration is out of specification.

J-Link cannot find IC

Please refer to FAQO008_ J-Link cannot find IC (ARTERY’s official website—
SUPPORT—FAQ—FAQO0008).

Please refer to FAQ0132_Add Artery MCU to J-Link (ARTERY’s official website —
SUPPORT—FAQ—FAQ0132).

Problems in program downloading

Error: Flash Download failed=“Cortex-M4”

The following pop-up window appears in KEIL emulation or downloading:

Figure 33. Flash Download failed—“Cortex- M4” pops up in downloading

36 void Delay(_ IO uint32 t nTime)

373¢

38 Timing P 2
39 pVision

40 while (

41 |}

42 - L. Error: Flash Download failed - "Cortex-M4"
43 /%%

44 * @bri

45 * @par

46 * Qret =
47 L x/ s
48 void Tim

49 = {

SO( if (TiminaDelav != 0x00)

This pop-up window may appear in one of the following conditions:

The access protection is enabled. Please disable MCU access protection and then download

The selected Flash file algorithm is incorrect or no Flash file algorithmis loaded. Please add
the proper Flash file algorithmin “Flash Download”.

BOOTO0 and BOOT1 are incorrect. Set BOOT0=0 and BOOT1=0 to allow MCU to boot from the
main Flash memory.

The J-Link version is outdated. Please use 6.20C and above.

JTAG/SWD PIN is disabled in the program. Please refer to “2.3.5 Resume download”.
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No Debug Unit Device found

B The download portis occupied. For example, ICP is connecting to the target device.

B JTAG/SWD connection error or not connected.

RDDI-DAP Error

B Compiler optimization levelis too high. For example, the default optimization level of Keil AC6
is —Oz, which should be modified to -O0/-O1.

B JTAG/SWD PIN is disabled in the program. Please refer to “2.3.5 Resume download”.

ISP serial port gets stuck in downloading

When the ISP serial port is used for downloading, it may be stuck occasionally, and the PC
cannot release serial port in this case.

The following operations are recommended:

B Check whether the power supply is stable;

B Replace with better USB-to-serial port tools, i.e., CH340 chip.

Resume download

When using AT32F415, the user may not be able to download the program again in the following
conditions:

B After disabling JTAG/SWD PIN in the program, the program cannot be downloaded and
JTAG/SWD device is not found.

B After entering Standby mode the program cannot be downloaded and JTAG/SWD device is
not found.

Solutions in KEIL and IAR are as follows:
» Solution 1: Use the ConfigureJLink.exe provided by ARTERY;
»  Solution 2: Switch boot mode.
Switch boot mode to Boot[1:0]=01b or Boot[1:0]=11b, and then press “Reset” button to
resume download (note: switch back to Boot[1:0]=00b). Similarly, ISP download can be
resumed.
»  Solution 3: ICP tool + AT-Link
AT-Link is specially designed for AT32 MCUs. The ICP can be used together with AT-Link
to resume download.
Solution 2 and Solution 3 require Boot PIN or device (AT-Link) additionally; therefore, this
application note mainly introduces Solution 1.

Solutionin KEIL

Use the ConfigureJLink.exe provided by ARTERY.
The following procedures are recommended:
B Place the ConfigJLink _V1.0.0.exe into the directory where the project file (*.uvprojx) is located;

B Double click the ConfigJdLink_V1.0.0.exe, and the following window (as shown in Figure 34) will
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pop up;
Tick “Agree” and then click on “OK”; then the progress bar will pop up (as shown in Figure 35),
and wait for the erase progress is completed, and then the program can be downloaded.

Figure 34. Operate ConfigJLink_V1.0.0 in KEIL

i | wmAER 22 |ER\Configllink V1.0.0.exe [ o |[ @ |[ &

1. MATIIEIER2ERFlash
2. i51EsRiERLink

rEE
v FE=

&

Figure 35. ConfigJLink_V1.0.0 execution progress in KEIL

SEGGER J-Link V6.34c - Flash download (1024 KB)

Conpr- [ oo

Erase [N 125% 1.665s
Program | 00%
Verify | 0.0%
Erazing range 0x08020000 - 0«080207FF [1 zector, 2 KB) 1.665:

Note 1: Make sure that SEGGER J-Link interface DLL is not lower than V6.14.

Note 2: If JTAG/SWD PIN is disabled every time the programis downloaded, perform the preceding
steps before downloading the program.

Note 3: If the MCU enters Standby mode every time the programis downloaded, performthe
preceding steps before the chip is powered on.

Note 4: In Keil, after AT32F415 MCU enters Standby mode, the solution using ConfigureJLink.exe
is invalid.

Solutionsin IAR
Use the ConfigJLink_V1.0.0.exe provided by ARTERY.

The following procedures are recommended:

Place the ConfigJLink_V1.0.0.exe to the settings folder under the project directory.

Double click the ConfigJLink_V1.0.0.exe and the following window (as shown in Figure 36) will
pop up;

Tick “Agree” and then click on “OK”; then the progress bar will pop up (as shown in Figure 37),
and wait for the erase progress is completed, and then the program can be downloaded.
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Figure 36. Operate ConfigJLink_V1.0.0 in IAR

il s 22 | ER\Configllink V1.0.0exe [ = || =@ |[ &2

m | e

1. AITIIRIEE2EEFlash
2. i51EsRiERLink

r BE
v FE=

&

Figure 37. ConfigJLink_V1.0.0 execution progress in IAR

SEGGER J-Link V6.34c - Flash download (1024 KB)

Compare [N A0 S .00

Erase [ 125% 1.665s
Program | 0.0%
Verify | 0.0%
Erazing range 0x08020000 - 0x080207FF (1 zector, 2 KB 1.665:

2022.10.21

Note 1: Make sure that SEGGER J-Link interface DLL is not lower than V6.14.

Note 2: If JTAG/SWD PIN is disabled every time the programis downloaded, performthe preceding

steps before downloading the program.

Note 3: If the MCU enters Standby mode every time the program is downloaded, performthe

preceding steps before the chip is powered on.
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Security Library (sLib)

Introduction

As more and more MCU applications require complex algorithms and middleware solutions, it has
become an important issue that how to protect IP-Codes (such as core algorithms) developed by
software solution providers.

The AT32F415 series is designed with a security library (sLib) to protect important IP-Codes against
being changed or read by the end user’s program.

Principles of application

Security library (sLib) is a defined area protected by a code in the main memory. Software
solution providers store core algorithms in sLib for protection. The rest of the area can be used
for secondary development by terminal customers.

Security library includes the instruction security library (SLIB_INSTRUCTION) and data security
library (SLIB_DATA). Users can select part of or the whole security library forinstruction storage,

but using the whole security library for storing data is not supported.

Program code in the instruction security library (SLIB_INSTRUCTION) can only be fetched by
MCU through I-Code bus (can only be executed) and cannot be read through D-Code bus
(including ISP/ICP debug mode and programs that boot from internal RAM). When accessing
the SLIB_INSTRUCTION in the manner of reading data, values are all read OxFF.

Data in the data security library (SLIB_DATA) can only be read through D-Code bus and cannot
be programmed.

The program code and data in security library cannot be erased unless the correct code is keyed
in. If a wrong code is keyed in, in an attempt of writing or erasing the security library, a warning

message will be issued by EPPERR=1 in the FLASH_STS register.

The program code and data in security library are not erased when the end users perform a
mass erase on the main Flash memory.

Users can write the previously defined password in the SLIB_PWD_CLR register to disable
security library protection. When the security library protection is disabled, the chip will perform
a mass erase on the main Flash memory (including the contents of security library). Therefore,
even if the code defined by the software solution provider is leaked, the program code will not
be leaked.

Security library application

For details, please refer to ANO065 AT32F415 Security Library Application_Note (ARTERY's
official website —~SUPPORT—AP Note—AN0065).
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Revision history

Table 1. Document revision history

Date Version Revision note
2021.12.20 2.00 Initial release.
2022.08.04 2.0.1 Updated 3rd party programming tools.
2022.10.10 2.0.2 Added description of development environmentand file path.
2022.10.21 203 Optimized description of UID and PID.

2022.10.21
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IMPORTANT NOTICE — PLEASE READ CAREFULLY

Purchasers are solely responsible forthe selection and use of ARTERY’sproductsand services; ARTERY assumesno liability for

purchasers selection oruse of the productsand the relevant services.

No license, expressor implied, to any intellectual property rightisgranted by ARTERY herein regardlessof the existence of any previous
representation in any forms. If any part of thisdocumentinvolvesthird party’sproductsor services, itdoesNOT imply that ARTERY
authorizesthe use of the third party’sproductsor services, orpemitsany of the intellectual property, or guaranteesany uses of the third

party’s productsor services or intellectual property inany way.

Except as provided in ARTERY’stermsand conditionsof sale forsuch products, ARTERY disclaimsany expressor implied warran ty,
relating to use and/or sale of the products, including but not restricted to liability or warrantiesrelating to merchantability, finessfor a
particular purpose (based on the correspondinglegal situationin any unjudicial districts), orinfringementof any patent, copyright, or other

intellectual property right.

ARTERY’sproductsare not designed for the following purposes, and thusnot intended for the following uses: (A) Applications that have
specific requirementson safety, forexample: life-support applications, activeimplantdevices, or systems that have specific requirements
on product function safety; (B) Aviation applications; (C) Auto-motive application or environment; (D) Aerospace applicationsor
environment, and/or (E) weapons. Since ARTERY productsare notintended for the above-mentioned purposes, if purchasersapply
ARTERY productsto these purposes, purchasers are solely responsible forany consequencesorrisks caused, even if any writte n notice is
sent to ARTERY by purchasers; in addition, purchasersare solely responsible forthe compliance with all statutory and regulatory

requirementsregardingthese uses.

Anyinconsistency of the sold ARTERY productswith the statementand/or technical featuresspecification described inthisdo cumentwill
immediately cause the invalidity of any warranty granted by ARTERY productsor services stated in thisdocument by ARTERY, and
ARTERY disclaimsany responsibility in any form.

© 2022 ARTERY Technology — All Rights Reserved
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