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Application Note

Getting Started with AT32F403A & AT32F407

Introduction

This application note is written to help users with rapid project development using AT32F403Axx
[AT32F407xx (compared with AT32F403A, AT32F407 is featured with Ethernet media access
control (EMAC) additionally).

Note: The corresponding code in this application note is developed on the basis of V2.x.x BSP provided by
Artery. For other versions of BSP, please pay attention to the differences in usage.

Applicable products:

AT32F403Axx

Part number
AT32F407xx
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1 Preliminary environment requirements

Download development environment
B ARTERY's official website

1.1  Build AT32 development environment

1.1.1 Debug tools and evaluation board

The AT32F403A /AT32F407 evaluation board has an AT-Link-EZ debug tool, as shown in the red
box in Figure 1 below. The AT-Link-EZ can be disassembled and used with other circuit boards,

supporting IDE online debugging, online programming and USB-to-serial port.

Figure 1. AT-START-F407 evaluation board with AT-Link-EZ

7-12V external pow er socket SPI FLASH
Boot mode select (BOOT jumper cap) /O extend port

User LED*3
) SR -
20-pin ARM P 1 2 &
Standard R é
JTAG port | 2@3853932 = ~*— USART1 port
§ﬂ§°7 ”“E = —
dooz 2800z (Lo
c2@D” c14@D
@z sl
15 g3l |
P Sfe ?—‘
AT-Link-EZ |2 * K
il | -
_ = = | Eee el . DM9162
AT-Linkport || g2 E’ ; Ethernet PHY
" o 2 &
83888801 | S AR Y #4571
3 i z 4 TART-F407 U1.2 2
sB 4 Hel s P PR V-2 N i) ; USB port
""I. By ¢ ¢ ¢ € ¢ ¢ ¥ 4t x5 oG 4 g
19 Y P o 3
RESET USER [

RESET button SPIM jumper cap )
USER button PO T— Arduino Uno extend port

Note: For details about resources for AT-START evaluation board, please refer to
UM_AT_START_F40x _Vx.x. Path: ARTERY'’s official website—~PRODUCTS—Mainstream—AT32F4xx;

download and unzip Evaluation Board package, and get the A\AT_START_F40x_Vx.xX\03_Documents”.

Figure 2. AT-START-F407 evaluation board package

Evaluation Board

I

& AT-START-F407 AT32F407 evaluation board supporting Arduino standard interfaces V1.2

1.1.2 Programming tools and software
B AT programming tools and software: AT-Link / AT-Link+ /AT-Link-Pro / AT-Link-ISO /AT-Link-

EZ, ICP/ISP.
S 1 1 S . .| - L]
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B 39 party programming tools: J-Link, Armfly, Alientek, XWOPEN, ICWORKSHOP, ZLG,
MaxWiz, Amomcu, Acroview, Forcreat, Galecomm, Prosystems, Rx-prog, Sinaen, XELTEK,
Zhifeng, etc.

Note: For more information, please visit ARTERY'’s official website—~SUPPORT—Hardware Development
Tool and 3RP Party Writer.

B For ICP usage instructions, please refer to UM_ICP_Programmer. Path: ARTERY’s official
website—PRODUCT S—Mainstream—AT32F4xx; download and unzip ICP tool, and get the
“Artery_ICP_Programmer_Vx.x.xx\\Document\UM_ICP_Programmer.

B For ISP usage instructions, please refer to UM_ISP_Programmer. Path: ARTERY’s official
website—PRODUCT S—Mainstream—AT32F4xx; download and unzip ISP tool, and get the
“Artery_ISP_Programmer_Vx.x.xx\Document\UM_ISP_Programmer.

B ForAT-Link usage instructions, please refer to UM0004_AT-Link_User_Manual.

Path: ARTERY’s official website—PRODUCTS—Mainstream—AT32F4xx; download and
unzip AT-Link-Family, and get the “AT_Link CH_ Vxx.x\05_Documents\UM0O004_AT-
Link_User_Manual_ZH Vx.x.x".

Figure 3. ICP/ISP/AT-Link-Family

‘ Tool
& AT32 IDE_Linux _ e e
- FAT32 MCURSETE e ERIEESARME A T & ST A IS 0.02
& AT322 IDE Windows FIFAT32 MCURIE T EclipseF+ &8 RM FETH V1.0.02
PR . FEAT2 MCU HESES/BEaRTE
& AT-Link Family (E=AT-Link-EZ/AT-Link/AT-Link-Pro/AT-Link-ISOI# T £) e
& AT-Link Console HISAT3Z2 MCU "=EREEE | ConsoleTE V3.002
& ICP HEATI2MCU T=SnEE, I8 V3,005
& 1P TEATMCU TERE8E, IS V2,006
& ISP Multi-Port =RAT2 MCU—TE18E "Ea5m82, I8 V2,006

1.1.3 AT32 development environment

1.1.3.1 Template projects

The commonly used IDE template projects are available from BSP provided by ArteryTek. BSP
path: ARTERY’s official website—PRODUCTS—Mainstream—AT 32F4xx.

Figure 4. BSP package

BSP
‘
& Firmware Library AT32F407 firmware library BSP user guide V213

For AT32F403A/407 series, template projects of
Keil_v5/Keil_v4/IAR_6.10/IAR_7.4/IAR_8.2/eclipse_gcc/at32_ide are created in BSP. Path:

——
2022.10.21 7 Ver 2.0.3
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AT32F403A_407_Firmware_Library V2.x.x\project\at_start_f4xxdtemplates. Open the project
folder and click on the project file to open the corresponding IDE project. The example of Keil _v5
template projectis shown below.

Figure 5. Keil_v5 templates

=113 Project: template
-l %9 template
= U user
) at32f403a_407_clockc —~
1) at32f403a 407 intc — ,.

_] maine ————
- bsp i
] at32f403a_407_board.c —

# Ld firmware ———
- L cmsis .
] system_at32f403a_407.c —
_] startup_at32f403a_407.s ———— \
- L readme
] readmett ———

If‘Ch:l |j(ﬁ ) {JS} |_(»,x [At\J-j \:.I—;‘]

( 00 ) ~

Contents in the project:
@® at32f403a_407_clock.c: clock configuration file, contains default clock frequency and
clock path;
at32f403a_407_int.c: interrupt file, part of core interrupt function code flow is written by
default;
main.c: main code file of the template project;
at32f403a_407_board.c: board-level configuration file, contains settings of AT-START
on-board buttons and LEDs;
at32f403a_407_xx.c under firmware: driver file of on-chip peripherals;
system_at32f403a_407.c: systeminitialization file;
startup_at32f403a_407.s: startup file;
readme.txt: project documentation, contains application functions, setting methods and
associated application notes (ApNote) of the template project.
Except for templates, BSP also includes code examples (Keil_v5 project files) in terms of
peripherals for reference.
Path: AT32F403A_407_Firmware_Library _V2.x.x\project\at_start_f4xx\examples.
Note: For more details about BSP, please refer to “Section 4 BSP application” of AT32F403A_407 Firmware
BSP&Pack User Guide. Path: ARTERY's official website—PRODUCTS—Mainstream—AT32F4xx; download
and unzip BSP, and get the \AT32F403A_407_Firmware_Library_Vx.x.x\document”.

@OOO® ®O ©

1.1.3.2 Pack installation

Install Pack and add the AT32 MCU part number to Keil/lAR. You can download Pack from
ARTERY’s official website -~PRODUCTS—Mainstream—AT 32F4xx.

2022.10.21 8 Ver 2.0.3
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Figure 6. Pack download

Pack

|

L Keil 4 o ) V2.2.0
& Keils Supports AT32 MCU to run in Keil MDK V223

X IAR Supports AT32 MCU to run in IAR EWARM V2.1.6
<. Segger Supports Segger tools to identify AT32 MCU V2.0.7

For Keil compiling system, keil 4.74 /5.23 or above is recommended. If Keil_v5 is used, please
unzip Keil5_AT32MCU_AddOn and install the corresponding ArteryTek.AT32F403A_407_DFP. If
Keil_v4 is used, please install Keil4_AT32MCU_AddOn. By default, the Keil installation path can
be recognized automatically during installation. If the path is not recognized or incorrect, you need

to manually select the Keil installation path.

Figure 7. Set up ArteryTek.AT32F403A_407_DFP

Pack Unzip: ArteryTek AT32F4034A_407_DFP 2.0.4

‘Welcome to Keil Pack Unzip
Release 11/2021

x

This program installs the Software Pack:

ArteryTek AT32F403A_407_DFP 2.0.4
ArteryTek AT32F4034,_407 Series Device Support, Drivers

- Diestination Folder

DA eil_wENARMVPACK Vartery T ek AT 32F 4034 _407_DFPY2.0 4

Keil Pack Unzip

<« Back I Newt > I

Cancel

Figure 8. Set up Keil4_AT32MCU_AddOn

Setup AT32 MCU AddOn Package to Keil MDK-ARM V2.0.6

Folder Selection

Select the folder where SETUF will install files

This Add-On will install inte the following product Eolder.

To install to thiz folder, press Next™, To install to u different folder,

press “Browse” and select another folder.

Destination Folder

D:\Eeil_vd|

Fazt >

ARMKEL

Browse. ..

Cancel

You can also open keil and click on “Pack Installer” icon; then click on the top left “file” and select

“import” to import the corresponding pack downloaded from ART

ERY's official website.

Ver 2.0.3



https://www.arterychip.com/en/index.jsp

AR

Getting Started with AT32F403A & AT32F407

Figure 9. Pack Installer icon in Keil

K3 pvision
File Edit View Project Flash Debug Peripherals Tools SVCS  Window Help
54| | | | | ==
‘ .::..:.| \| i;) @

| @ anci2ira

Project il * | @0 Pack Installer

Install or update Software Packs that
contain Software Components

For IAR compiling system, IAR7.0 or IAR6.1 above is recommended. It is necessary to install
IAR_AT32MCU_AddOn. By default, the IAR installation path can be recognized automatically during
installation. If the path is not recognized or incorrect, you need to manually select the IAR installation

path.

Figure 10. Set up IAR_AT32MCU_AddOn

K Setup AT32 MCU AddOn Package to AR V2.0.5
This SETUP program installs:
AT32 MCU Device AddOn Package to IAR
This AddOn will install into the following product folder.

To install to this folder,press "Start". To install to a different folder, press "Browse”

and select ancther folder

Destination Folder

D:\Program Files (x86)\IAR Systems\Embedded Workbench 8.2 Browse...

Realtime Status D%

Cancel

Note: For more details about Pack setup, please refer to “Section 2 Pack setup” of AT32F403A_407 Firmware
BSP&Pack User Guide. Path: ARTERY's official website—PRODUCTS—Mainstream—AT32F4xx; download
and unzip BSP, and get the \AT32F403A_407_Firmware_Library_Vx.x.x\document”.

1.1.3.3 Use AT-Link for debug and download

If you want to use AT-Link in IAR, select CMSIS-DAP in Debugger option.

2022.10.21
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Figure 11. Keil Debug option

=2=N- I -y | @ = | @ | = = /= 5| @ TvroCRiRer JRe| @l e o & &
@ ] @ | ?2| template ﬁ ’ ‘P @
Project O | ] main.c

= Project: template
=45 template

BT user Device | Target | Output | Listing | User | C/0++ | Aam | LinkerIDebug IUtilities]

] at32f403a_407_clock.c

. i 1th restricti i o) X I i I
_] 213264033407 int.c Use Simulator with restrictions Settings Use: |CMSIS DAP Debugger ﬂ Settings

kA Options for Target 'template’ x

] [~ Limit Speed to Real-Time ULINK2/ME Cortex Debugger  a
_] main.c MK Pro Copex [ebygo=
=T bsp V¥ Load Application at Startup W PRun to main() V¥ Load CME;“,S’DP _De‘fbuqq I main{)
_] at32f403a_407_board.c Initialization File: Inttializatid Maodels Cortex-M Debugger

~ s '— 5T-Link Debugger

3 firmware | J PEMicro Debugger
=5 cmsis NULink Debugger
L] system_at32fd03a_d07.c
L] startup_at32fd403a_d07.s

= readme

Restore Debug Session Settings Restore| Stellaris ICDI

¥ Breakpoints v Toolbox v Emi}tLahﬁal‘—'DA E(IZEhugg[eJrh .
Eil it
[v Watch Windows & Peformance Analyzer [ WA prmaoE e

.......

V¥ Memory Display [V System Viewer ¥ Memory Display V¥ System Viewer
_] readme.tet
CPUDLL: Parameter: Driver DLL: Parameter:
|SARMCM3.DLL [-REMAP [SARMCM3.DLL |
Dialog DLL: Parameter: Dialog DLL: Parameter:
|DCM.DLL |-pCMA |TCM.DLL ‘-pCMd

Manage Component Viewer Description Files .. |

X H Bl || Defaults | Help

Go to Debug and click on Settings to enter the Cortex-M Target Driver Setup interface.
1. Select AT-Link(WinUSB)-CMSIS-DAP/AT-Link-CMSIS-DAP;

Note: For details about WinUSB, please refer to FAQ0136_How to use AT-LINK WinUSB to improve download
speed (ARTERY's official website—SUPPORT—FAQ—FAQO0136).

2. Find Port, select SW and then tick SWJ;
3. Confirm thatthe ARM SW-DP debug module is recognized.

Figure 12. Keil Debug Settings

Cortex-M Target Driver Setup X

Debug lTrace ]Flash Download] 3

CMSIS-DAP - JTAG/SW Adapter SW Device
AT-Link (WinLISB) CMSIS-D/A R IDCODE Device Mame
SWDIO | &) 0<0BC11477  ARM CoreSight SW-DP

[

2 e SWJ Port:[sw <] e
~
Max Clock: |5MHz =1 |

| | | AP: [ox00

Click on Utilities and untick option box 1; then select CMSIS-DAP Debugger in option box 2, and
finally tick option box 1 (it should be unticked first and then ticked).

Figure 13. Keil Utilities

Device ] Target I Dutput] Listing] User ] C/C++ I Asm ] Linker ] Debuz Utilities l

Configure Fash Menu Command

{* |se Target Driver for Flash Programming [~ Use Debug Driver

2 I CMSIS-DAP Debugger - Settings I [ Update Target before Debugging

it File: | J Ed...
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If you want to use AT-Link in IAR, please click on Project and select Options; then select CMSIS-
DAP in Debugger option, and select SWD in CMSIS DAP option.

Figure 14. IAR Debug option

¥
File Edit View CMS\SVDAP Tools Window Help
DOR@ |G A, 14 Q2 5r2< BOAE RO =0 > il
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| L@ Bmaing  Version Control system =2 % | esce+ compier Setup Download Images Extra Options Multicore Plugins
L@ & output ) [ i Assembler
= Output Converter .
B compile Ctrl=F7 . Custom Build Driver [ Run to
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oo | Linker
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»  Debug withaut Downloading Nu-Link BE micro
) Attach to Running Target "at32£d P;_TI'E; ST-LINK
Make & Restart Debugger iR |"3EIEE | oty Driver Third-Party Driver
Restart Db Ctrl=shitt-R TLMSPFET T MSp-FET
estart Debugger rl-Shift = L O J———
EE) ogroup Tixos TI XDS E\debuggen\ArteryTek\AT32FA07G | |
Download »
SFR Setup
ogroup
Bk CMSIS-Manager
Open Device Description File 3
0K Cancel

Figure 15. IAR CMSIS-DAP option

Categorny:
General Options
Static Analysis
Runtime Checdking
C/C++ Compiler Setup Interface Breakpoints
Assembler Prob P sion fi
Output Converter Probe conﬁg rope configuration file
Custom Build Owerride default
Build Actions ® Auto
Linker () From file
Debuager
Simulator () Explicit Select
CADI
CMSIS DAP Interface Explicit probe configuration
GDE Server
Ijet/ITAG]et O ITAG Multi-target debug system
J-Link/1-Trace
TI Stellaris (® SWD 0
Mu-Link . .
PE micro Target with multiple CPUs
STLINK 0
Third-Party Driver
T1 MSP-FET Interface
TIXDS Auto detect v

Note: For details about Flash algorithm file, MCU switch and solutions for “J-Link cannot find MCU”, please
refer to AT32F403A_407 Firmware BSP&Pack User Guide. Path: ARTERY's official website—PRODUCTS
—Mainstream—AT32F4xx, download and unzip BSP (\AT32F403A_407_Firmware_Library_Vx.x.x\document).

1.1.4 How toreplace SXX

B Compare the peripheral specifications, Flash size and SRAM size, etc.; unsolder SXX32F103
and replace it with the corresponding AT32F403A/AT32F407 part;

2022.10.21 12 Ver 2.0.3
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Note: Due

Step 2: Use ARTERY ICP/ISP or KEIL/ IAR and download SXX32F103 HEX files or BIN files;
Step 3: If necessary, download other materials together with SXX32F103 HEX files or BIN
files, or perform system calibration;

Step 4: Check if the program can run normally;

Step 5: For other issues, please refer to MG0007_ Migrating from SXX32F103 to AT32F403A
(ARTERY'’s official website—~PRODUCTS—Mainstream—AT 32F4xx);

B Step 6: If the program still cannot run properly after completing the above steps, please refer to
other sections of this application note or contact the agent and ARTERY technicians for help.

to the flexible memory expansion design of AT32F403A/AT32F407, its internal Flash memory has

non-zero wait area, which may cause poor performance of some SXX32F103 programs on AT32F403A
/AT32F407. In this case, please refer to AN0004 Performance_Optimization (ARTERY's official website—
SUPPORT—AP Note—AN0004).

1.2
1.2.1

AT32F403A /AT32F407 chip enhanced functions
PLL clock settings

1.2.1.1 PLL greater than 72 MHz

2022.10.21

The internal PLL of AT32F403A/AT32F407 has a maximum output frequency of 240 MHz, and
settings are slightly different when the clock is greater than 72 MHz. The user needs to set the
PLLRANGE register according to the output frequency (PLL>72 MHz, PLLRANGE=1; PLL<72 MHz,
PLLRANGE=0).

When the SXX32F103 BSP is used, the PLL setting example (HEXT=8 MHz, PLL=72 MHz)
RCC->CFGR |= (uint32_t)(RCC_CFGR_PLLSRC_HSE|RCC_CFGR_PLLMULL9);

If the user wants to use SXX32F103 programto output a lock greater than 72 MHz on AT32F403A
IAT32F407, itis necessary to configure the PLLRANGE bit.

When PLL=240 MHz, the corresponding setting is as follows:

Figure 16. Use SXX to output 240 MHz clock on AT32F403A /AT32F407
#define RCC_CFG_PLLRANGE_GT72MHZ ((uint32_t)0x80000000)

[¥I< When PLL frequency is greater than 72MHz */
RCC->CFGR |= (uint32_t)(RCC_CFGR _PLLSRC_HSE | RCC_CFGR_PLLMULL30 |
RCC_CFG_PLLRANGE_GT72MHZ);

When the AT32F403A/AT32F407 BSP is used, the PLL setting example (HEXT=8 MHz)

Figure 17. AT32F403A /AT32F407 crm_pll_output_range parameter
typedef enum

{

CRM_PLL_OUTPUT_RANGE_LE72MHZ= 0x00, /*k pll clock output range less than or equal to 72mhz */

CRM_PLL_OUTPUT_RANGE_GT72MHZ= 0x01 /* pll clock output range greater than 72mhz */
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} crm_pll_output_range_type;

When PLL=72 MHz, the corresponding setting is as follows:

crm _pll_config(CRM_PLL_SOURCE_HEXT_DIN, CRM_PLL_MULT 18, CRM_PLL_OUTPUT_RANGE LE72MHZ);

When PLL=240 MHz, the corresponding setting is as follows:

crm_pll_config(CRM_PLL_SOURCE_HEXT_DIN, CRM_PLL_MULT_60, CRM_PLL_OUTPUT_RANGE GT72MHZ);

For details about clock configurations, refer to AN0082 AT32F403A 407 CRM_ Start Guide
(ARTERY’s official website—SUPPORT—AP Note— AN0118) to learn how to configure and modify
AT32F403A/AT32F407 clock source codes and use New Clock Configuration (ARTERY’s official
website—-PRODUCTS— Mainstream—AT32F4xx) to generate the desired clock code and apply it to
the project.

Figure 18. New Clock Configuration

& New Clock Configuration Clock configuration for AT32 MCU V3.0.03

Auto step-by-step clock switch
When the internal PLL of AT32F403A /AT32F407 is setto 108 MHz and above, it is necessary to
perform auto step-by-step clock switch function.

When the SXX32F103 programis used, the user needs to open system_Sxx32f10x.c, find out the
current system clock frequency configuration function (go through Section 1.2.1.1 PLL settings),
and add the following codes in Italic black to the static void SetSysClockToxxM(void) function.

Figure 19. SXX PLL auto step-by-step switch configurations
[* Wait till PLL is ready */

while((RCC->CR & RCC_CR_PLLRDY)==0)
{

}
*((unsigned int  *)0x40021054) |= (0x30); // Enable auto step-by-step clock switch function

/* Select PLL as system clock source */

RCC->CFGR &= (uint32_t)((uint32_t)~(RCC_CFGR_SW));
RCC->CFGR |= (uint32_t)RCC_CFGR_SW_PLL;

/* Wait till PLL is used as system clock source */

while (RCC->CFGR & (uint32_t)RCC_CFGR_SWS) != (uint32_t)0x08)
{

}
*((unsigned int  *)0x40021054) &=~ (0x30); // Disable auto step-by-step clock switch function

14 Ver 2.0.3
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When AT32F403A /AT32F407 BSP is used, the example of PLL auto step-by-step switch is shown

below:

Figure 20. AT32 PLL auto step-by-step switch configurations

[* enable auto step mode */
crm_auto_step_mode_enable(TRUE);

/* selectpll as system clock source */
crm_sysclk_switch(CRM_SCLK_PLL);

/* wait till pllis used as system clock source */
while(crm_sysclk_switch_status_get() '= CRM_SCLK_PLL)
{

}

/* disable auto step mode */
crm_auto_step_mode_enable(FALSE);

/* update system_core_clock global variable */

system_core_clock_update();

Note: If the auto step-by-step system clock switch is enabled, it must be disabled after clock switch.

1.2.2 How to enable FPU function

There are two conditions in Keil:

@ Use AT32F403A_407 BSP/Pack or the modified SXX BSP/Pack to modify the Floating Point

Hardware.

Figure 21. Enable FPU in Keil

KA Options for Target 'template’ *
Device Target ]Dutput ] Listing] User ] C/C++ ] hsm 1 Linker ] Debug ] Utilities

Artery Tek -AT32F403AVGTT
Code Generation

Xtal (MHz): [12.0 ARM Compiler: |Use default compiler version j
Operating system:  |None j
System Viewer File: ™ Use Cross-Module Optimization
|i.T'52F-—'CEi'-:'-:_'-,'E.s'-f'd J ™ Use MicroLIB =
™ Use Custom File Floating Point Hardware:| Single Precision hd
Read/Only Memory Areas Read/Write Memary Area: Single Precision
default  off-chip Start Size Startup defautt  off-chip St L bloloi

@ SXX32F10X does not support FPU function. If the user wants to enable FPU function in the

developed project in SXX library, the following operations should be done:

B Referto AT32F403A_407 Firmware BSP&Pack User Guide to set up Keil PACK and

modify the relevant header files;

Select the corresponding AT part number in Options—Target;

B Add the following configuration codes at the beginning of Systeminit function of

system_stm32f10x.c, and add cm4.h to the project.

2022.10.21 15
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Figure 22. Add FPU enabling codes in Keil

/* Enable FPU*/

#if defined (__FPU_USED) && (__FPU_USED == 1U)

SCB->CPACR |= ((3U << 10U *2U) | /* set CP10 Full Access*/

(BU<<11U*2U) ); /¥ set CP11 Full Access*/

#endif

There are two conditions in IAR:

(D Use AT32F403A 407 BSP/Pack or the modified SXX BSP/Pack to modify the Floating Point
Hardware.

Options for node "template” x
Cat=gory
Static Analysis
Runtime Checking
C[C++ Compier Library Options 2 MISRA-C:2004 MISRA-C:1998
Assembler - - : 3
Target
Qutput Converter g Qutput Library Configuration Library Options 1
Custom Euild Processor variant
Build Actions
s Ocore Cortex-M4
Debugger
Simulator B
oot @ Device ArteryTek -AT32FA03AVGT7 B
CMSIS DAP -
GDB Server () CMSIS-Pack
Ljet/TTAGjet
ILink/Trace X . . )
T1 Stellaris Endian mode Floating point settings
Nu-Link itle . -
PE mizra - FPU VFPvd single precision
STAINK Big
Third-Party Driver . p
TI MSP-FET BE32
TIXDS
TrustZone
Sec
d SIMD (NEON)
[ ok | cancel

(2 SXX32F10X does not support FPU function. If the user wants to enable FPU function in the

developed project in SXX library, the following operations should be done:

B Referto AT32F403A 407 Firmware Library BSP&Pack User Guide to set up IAR PACK and
modify the relevant header files;

Select the corresponding AT32 part number in General Options—Target;

Add the following configuration codes at the beginning of Systeminit function of
system_stm32f10x.c, and add cm4.h to the project.

Figure 24. Add FPU enabling codesin IAR

/* Enable FPU*/

#if defined (__FPU_USED) && (__FPU_USED == 1U)

SCB->CPACR |= ((3U << 10U * 2U) | /* set CP10 Full Access */

(BU<<11U*2U) ); /¥ set CP11 Full Access*/

#endif

For more information, please refer to ANO037_How_to_use_FPU (ARTERY’s official website—

SUPPORT—AP Note—AN0037), which details how to use FPU function on AT32 MCU and
configurations in Keil / IAR.

2022.10.21
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1.2.3
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AT32F403A /AT32F407 zero-wait/non-zero-wait Flash and
embedded SRAM configurations

Configure the user system data to allocate the internal Flash memory and SRAM.

Taking AT32F403AVGT7 as an example, the internal Flash memory and SRAM can be configured
as one of the followings:

- ZW: 256 KB, NZW: 768 KB, SRAM: 96 KB (factory default);
- ZW: 128 KB, NZW: 896 KB, SRAM: 224 KB.

The core reads the command code stored in zero-wait Flash without any latency, and it is
unnecessary to insert any wait state. For example, if the system clock is 240 MHz and AT32F403A
zero-wait Flash is 256 KB, the first 256 KB of 512 KB bin file can be executed at 240 MHz, and the
later 256 KB bin file is stored in the non-zero wait area and executed at 96 MHz, which is faster
than 72 MHz (the maximum frequency of SXX32F10X). The execution rate of non-zero-wait area is
0.4 times that of the zero-wait area.

Embedded SRAM 96 KB (default)/224 KB, which can be selected in any of the following
ways:

To configure the AT32F403A SRAM, the user needsto referto the description of FLASH user system
data and set EOPBO (address: Ox1FFF_F810). EOPBO=0xFF indicates that the on-chip SRAM is 96
KB, and EOPBO=0xFE indicates that the on-chip SRAM is 224 KB. To enable EOPBO, a power-off
or RESET must occur once.

The following section takes AT32F403AVGT7 as an example to introduce how to configure SRAM
size. For more information about the principle and method of SRAM expansion, please refer to
AN0026 Extending_SRAM_in_User's_Program (ARTERY’s official website— SUPPORT— AP
Note—ANO0026).

@ ICP/ISP Programmer
B Artery ICP Programmer (BOOT0=0, BOOT1=0)

Connect AT-Link-EZ /AT-Link /J-Link to MCU—Open Artery ICP Programmer—User system
data—Select EOPBO 96 KB/224 KB (complete other relevant settings if any) — Apply to

device
Figure 25. User system data in ICP Programmer
[ Artery ICP Programmer _V3.0.03 - *
File  J-Link settings ~ AT-Link settings | Target | Language Help
_ PartNumber: AT32F403) 0o °rose . ?r ?
Disconnect Erase main flash L
AT-Link-EZ  FW:V2.1.2 I
AT-Link | AT-LinkSN: 9AE16422004¢ ARl 3&' 4‘% jj
Erase sectors
SPIM
O User system data |
Access protection 4
Memory read settings
sLib status
Address Ox Read size Ox Read
Download
D . D [ ] L] - L]
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Figure 26. Select SRAM size in user system data

I User system data X

Access protection EOQPBO(SRAM)

FAP Disable v 96KE SRAM v

224KB SRAM

System setting byte 96KB SRAM
nWDT_ATO_EN nDEPSLP_RST nSTOBY_RST BTOPT

Erase and program protection bytes

MName Start address  End address  Size EPP | EPPD-3 E
[ sectoro 0xB8000000 0xBO00TFF 0xB00(2K) N

[ sector1 0x8000800 OxB000FFF 0xB00(2K) N

[ sector2 0x8001000 0x80017FF 0x800(2K) N

[ sectors 0x8001800 0x8001FFF 0x800(2K) N

[ sectors 0x8002000 0xB0027FF 0xB00(2K) N

[ sectors 0x8002800 0xBO0ZFFF 0xB00(2K) N

[] sectors 0xB003000  OxBOOSTFF 0xB0O(2K) N v | [ selectall
User data

Date 0 1 2 3 4 5 13 7 Clear

Data 07 (0%) FFO|FF [FFBF [FEFF PP P

Load file

Save to file

SPIM encryption key

KEYD  Ox KEY1 Ox KEY2Z  (Ox El KEY3 Ox
KEY¥4  Ox KEY¥S 0Ox KEYE  0x El KEYT 0x

Los o dvice Losd Fom e | Saveto i

Bl Artery ISP Programmer (BOOTO0=1, BOOT1=0)

Connect UART or USB to MCU—Click on “Next” until enter the final interface—Select “Edit
User system data”—Next— Select EOPB0 96 KB/224 KB (complete other relevant settings if
any) — Apply to device.

Figure 27. Edit user system data in ISP Programmer

W Artery ISP Programmer_V2.0.04 - X

y =4
o T

(O Download te device (O Disable sLib
Ho File Hame File Size Address Range(Ox)
1 4034, hex 3472 05000000-0500005F
< >

Erase the zectors of file zize

03003000 00000004 00000001

C:Ytest binhex'UserSystemData—F408. bin

O Upload fron device  C-htest_birhexil bin

O Firmware CRC oo
(O Flash CRC

Sectar—0xA000000 SectarI—0xA000000
(0 Protection ENABLE Acoess protection

Beck Elose
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B Artery ISP Multi-Port Programmer (BOOTO0=1, BOOT1=0)

Select the portto be used—download user system data file after the portis recognized

successfully—Edit—Select 16 KB/32 KB/64 KB—Save to file (create a user system data
program file)—Close—Start, or download user system data file—Open (the saved user system

data programfile) —Start.

Figure 28. User system data setting in ISP Multi-Port Programmer

Erase and progran protectio

n bytas

558 [Z] sHDT_ATO BN [ nEPSLP RST [/ nSTIEY_RST /] BTOPT

Start s

g

08000000
08000800
0x8001000
08001800
08002000
0x8002800
0x8003000
0x8003800
AN

0 o o o

End add .. Size

0280007FF  0x800(2K)
0xB000FFF  0x800(2K)
0x80017FF  0x800(2K)
02B001FFF  0x800(2K)
0x80027FF  0:800(2K)
0xB00ZFFF  0x800(2K)
0280037FF  0x800(2K)
0xB003FFF  0x800(2K)
freANNAZRF

v om0 [me e[ ]

e

v | O select a1l

=

ser data
Date [

SEDN enoryption key

1o o
e o

12 [ |4

1 o
s o
5

5 e |7 Clear

Data 0---7 (0x) FE[FF [FF |FFFFFFFF[FF

Load file

Save to file

weofr | ool |
s o s

=
T
Language: Enmglish ~  Port tupe UART v Refresh(F5) Seleet all
ot ame [ Berice -
1 | com AT3ZF403AVGTT_1024K
2 comis ATIZF403AVGTT_1024K
User system data file edit 4 X
Access protection FOFBO (SRAN) 7
.
224K8 SRAM Begin(F2) I

ess range(0x) Add
000003000087
Delate

Open || it

Load fron £ile I Save to file I I Close

@ The user can also modify SRAM size in the Bootloader program (IAP). Note that the SRAM

should be set to the same size as the modified SRAM (refer to AN0O026).

For example, when the SXX32F103 is used:

Figure 29. Define Extend_SRAM(void) function in SXX program

#define  SRAM_96k OxFF
#define SRAM_224k OxFE

staticuint32_tF_EOPBO;

void Extend_SRAM(void)

{

{
FLASH_Unlock();

FLASH_EraseOptionBytes()

FLASH_Lock();
NVIC_SystemReset();

F_EOPBO=*(uint32_t*)(OxLFFFF810);

/I Set other user system data

if(F_EOPBO & OxFF) != OxFE) // check if RAM has been setto 224K, if not, change EOPBO

FLASH_ProgramOptionByteData(0Ox1FFFF810, SRAM_224Kk);

2022.10.21
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When the AT32F403A/ AT32F407 is used:

Figure 30. Define Extend_SRAM(void) function in AT32 program
#define SRAM 96k OxFF

#define SRAM 224k OxFE
staticuint32_tf_eopbO;
f_eopb0=*(uint32_t*)(0x1FFFF810);
void Extend_SRAM(void)
{
if(f_eopb0 & OXFF) != OXFE) // check if RAM has been setto 224K, if not, change EOPBO
{
flash_unlock();
flash_user_system_data_erase();
flash_user_system_data_program(Ox1FFFF810, SRAM_224Kk);
/I Set other user system data
flash_lock();

nvic_system_reset();

It is necessary to erase the user system data before modification. If other options in the user
system data are set, these settings should be read and erased, and then written together with the
configured SRAM size.

(3 Modify SRAM size in the startup file.

When running the startup file, the SRAM will be loaded. If there is no IAR in the program and the
SRAM is greater than 96 KB, SRAM cannot be loaded successfully, and then a hardfault occurs,
causing the programto fail to run. To avoid this, you can set SRAM=224 KB before loading it to the
startup file.

Add the codes in bold (as shown in Figure 31) to the Keil startup file.

Figure 31. Modify SRAM size in Keil startup file

; Resethandler

Reset_Handler PROC
EXPORT Reset Handler [WEAK]
IMPORT _ _main
IMPORT Systeminit

IMPORT  Extend_SRAM
MOV32 RO, #0x20001000
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MOV SP, RO

LDR RO, =Extend_SRAM
BLX RO

MOV32 RO, #0x08000000
LDR SP, [RO]

LDR RO, =System|nit

BLX RO

LDR RO,=__main
BX RO

ENDP

Add the codes in bold (as shown in Figure 32) to the IAR startup file.

Figure 32. Modify SRAM size in IAR startup file
; Defaultinterrupthandlers.
THUMB
PUBWEAK Reset Handler
SECTION .text: CODE:REORDER:NOROOT(2)

EXTERN Extend_SRAM
Reset_Handler

MOV32 RO,#0x20001000

MOV SPRO

LDR RO,=Extend_SRAM

BLX RO

MOV32 RO0,#0x08000000

LDR SP,[RO]

LDR RO, =SystemInit

BLX RO
LDR RO, =__iar_program_start
BX RO

After completing the above configurations, add a declaration and define Extend_SRAM function to
the program, as shown in @ in Section 1.2.3, and define Extend_SRAM(void) function to modify the
SRAM size.

@ It is not recommended to use APP program to modify the SRAM size, for the reason that if SRAM
used in APP is larger than the modified SRAM, the programwill enter hardfault.
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1.2.4 Encryption mode (access protection /erase and program
protection /external Flash encryption)

1.2.4.1 Access protection

The access protection is commonly known as “encryption”, which is applied to the entire Flash
storage area. Once the Flash access protection is enabled, the embedded Flash storage area can
only be read through normal execution of the program, not through JTAG or SWD. When ICP/ISP
tool is used to disable the access protection, the chip will perform erase operation on the Flash.

The ICP/ISP tool can be used to enable and disable IC access protection, as shown below:
B Artery ICP Programmer (BOOT0=0, BOOT1=0)
Enable access protection: Open Artery ICP Programmer—Access protection—Enable (Y).
Disable access protection: Open Artery ICP Programmer-- Access protection—Disable (Y).
B Artery ISP Programmer (BOOTO0=1, BOOT1=0)
Enable access protection: Protection/Enable/Access protection--Next—Yes, encrypted.

Disable access protection: Protection/Disable/Access protection--Next—Yes, Flash decrypted.

Figure 33. Enable access protection in ISP Programmer

-
Q |— Q Y i /]
O Eraze O Edit User systen data
O Download to device O Disable sLib
¥o.  File Hane File Size Address Rangellx)
1 403A hex 3472 A000000-0B000TEF
E b of £il.
Confirm 00000001
e Are to enable th s protect
O Upload from devi 3
O Firmvare CRC 2(v) =N)
() Flash CRC
1 Sector0—0xB000000 Sector0—0=0000000
I@ Frotection ENABLE ~| Access protection ~ I
Back 2 Close
S S I I | - S ) . O
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Figure 34. Disable access protection in ISP Programmer

-
e r Q Y EEi 7]
O Erase O Edit User systen data
) Dormiloet] &9 deren O Dissble sLib
Fo.  File Name File Size Address Eenge(0x)
1 4034 hex 3472 03000000-08000D8F
< >
E; the sectors of file
Confirm
The flash memory will be mass erased and all contents will be lost ,Are
you sure to disable the access protection?
() Firmware CRT Tactor FIT 00
(O Flash CRC
_] Seotor1—1xB000000 Seoterl—028000000
|® erotection DISAELE | |Acoess protection ~|
Back 2 ‘| Close

B Artery ISP Multi-Port Programmer (BOOTO0=1, BOOT1=0)
Enable access protection: Protection/Enable/Access protection—Start—Yes, encrypted.
Disable access protection: Protection/Disable/Access protection—Start—Yes, Flash
decrypted.

Note: Once enabled, the access protection cannot be disabled through erase operation.

1.2.4.2 Erase and program protection

The program protection is applied to the entire Flash storage area or certain pages in the Flash
storage area. Once the Flash program protection is enabled, the internal Flash storage area cannot
be programmed in any way.
The user can use ICP/ISP programmer to enable/disable erase and program protection, as shown
below:
B Artery ICP Programmer (BOOT0=0, BOOT1=0)
Enable erase and program protection: Open Artery ICP Programmer—User system data—Tick
the sectors that require erase and program protection—Apply to device.
Disable erase and program protection: Open Artery ICP Programmer—User system data—
Untick the sectors that do not require erase and program protection—Apply to device.
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Figure 35. Enable erase and program protection in ICP Programmer

Artery ICP Programmer_¥3.0.03 - x
Eile-I-Link satti AT_Link satti - TR
{7 User system data X
Access protection EOPBO(SRAM)
| =] o g

System setting byte

[4] nWDT_ATO_EN  [] nDEPSLP_RST [ nsTDBY_RST [ sTOPT

Erase and program protection bytes

Start address End address  Size err ~ |kEPPo-3
0x8000000  OxBOODTFF  0xB00(2K)  |N

0x3000800  OXBOOOFFF  Ox800(2K) | N

0x3001000  0xB0017FF  0x800(2K) [N

0xBOOTBO0  OxBODTFFF  0x8002¢) NN

0xB002000  OXBO02TFF  OxB00(2K) N

0x3002800  OxB002FFF  0x800(2K) N

oxeoos7rE __ oxeoozio [N v /] selectal

Save to file

SPIM encryption key

KEYD Ox KEY1 Ox KEY2 Ox KEY3 0Ox

KEY4 0% KEY5 Ox KEY6 O KEYT Ox

Load from device I Apply to device !l Load from file | | Save to file

Figure 36. Disable erase and program protection in ICP Programmer

7 Artery ICP Programmer V3.0.03 - ®
Eilo I link cotti AT_Link setti Taraet | Heln
17 User system data x
Access protection EOPBO(SRAM)

o 7

System setting byte

[4] nWwDT_ATO EM  [] nDEPSLP_RST [] nSTDBY_RST ] BTOPT

Erase and program protection bytes
Mame Start address  End address  Size EPP A NEPPO-3
[ sectoro 0B000000 0xB000TFF OxB00(2K) N
[ sector1 0xBOODBOO  OxBOOOFFF  0xB00(2K) N
0x80071000 OxB0017FF 0xBO0(2K) N
[ sectors 0x3001800  OxB001FFF  Ox800(2K) N
[ sectors 0xB002000 0xB0027FF OxB00(2K) N
[ sectors 08002800 0xB002FFF OxB00(2K) N
[ sectors 0xBOO3000  OxBOO3TFF  0xB00(2K) N v | [ selectall

User data

Save to file

SPIM encryption key

KEY0 0Ox |FI KE¥1 Ox KEYZ2 0x |[Fl KEY3 Ox

KEY4 Ox KEYS 0w KEY6  Ox KEYT Ox

Load from device Apply to device | Load from file ‘ ‘ Save to file
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B Artery ISP Programmer (BOOTO0=1, BOOT1=0)

Enable erase and program protection: Protection/Enable/Erase and program protection—
Next—Yes, erase and program protection enabled.

Disable erase and program protection: Protection/Disable/Erase and program protection —
Next—Yes, erase and program protection disabled.

B Artery ISP Multi-Port Programmer (BOOTO0=1, BOOT1=0)

Enable erase and program protection: Protection/Enable/Erase and program protection —
Start—Yes, erase and program protection enabled.

Disable erase and program protection: Protection/Disable/Erase and program protection —
Start—Yes, erase and program protection disabled.

Note: Once enabled, the erase and program protection cannot be disabled through erase operation.

1.243

2022.10.21

External Flash encryption (encryption of downloading and reading
the data within the encrypted range of external memory)

For external Flash encryption, the user needs to set the encryption range and password as shown
below, programthe user program, and then enable access protection. The encryption range indicates
the size of the space to be encrypted starting from 0x08400000. If the encryption keys are all OxFF
or 0x00, do not encrypt the external Flash; otherwise, encrypt the external Flash. Disabling access
protection will set the external Flash encryption keys all to OxFF.

Use ICP/ISP programmer to encrypt the external memory as follows:
B Artery ICP Programmer (BOOT0=0, BOOT1=0)

Tick the external memory—Select the external memory type—Set the encryption range—
Device operation—User system data—Modify the encryption key—Apply to device.
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Figure 37. Encrypt external memory in ICP Programmer

i7" Artery ICP Programmer_V3.0.03
File  J-Link settings  AT-Link settingl Target I Language Help
[Part Number: AT32F403AVGT7  FlashSize: 1024KE | /l ?r ?

AT-Link-EZ  FW:V2.1.2 e
AT-Link ~ AT-Link SN:  9AE164220040B56D0117DC02 (WinUSB) ﬁ 4"__'_ "

1 SPIM FLASH DA Ox | 1000000 |} @ RemapO (Use PAT1/PA12 pins)

Type W25Q128V 16MB Select O Remap1 (Use PB10/PB11 pins)

Memory read settings

Di

[ User system data ® ]
Access protection EQOPBO(SRAM)

FAP Disable v 96KE SRAM v |

System setting byte ]

- nWDT_ATO_EN nDEPSLP_RST nSTDBY_RST BTOPT
s [ ]

Erase and program protection bytes

MName Start address End address  Size EPP " | EPPD-3
[ sectoro 0x8000000 0xBO00TFF OxB00(2K) M
[ sector1 0xB000B00 OxBOOOFFF 0xBO0(2K) M F
D Sector2 08001000 OxB0017FF 0x800(2K) N
D Sector3 0xB8001800 OxBO0O1FFF 0x800(2K) M
[ sector4 0x8002000 0xB0027FF OxB00(2K) M
[ sectors 0xB002600 OxBO02FFF 0xBO0(2K) M
[ sectors 0xB003000  OxBOO37FF  OxB00(2K) N v | [] selectall
User data
Date 0 1 2 3 4 5 3 7 Clear

Data 0---7 (0x) FFO|FF|FF O [FF FF FF |FF(FF

Load file

3 Save to file

SPIM encryption key

KEYD Ox KEY1 Ox KEY2 0Ox KEY3 Ox r
KEY4  Ox KEYS Ox KEYe Ox KEY7 0Ox

I Load from device |I| Apply to device |I Load from file Save to file

B Artery ISP Programmer (BOOTO0=1, BOOT1=0)
Edit user system data—Next—Modify the encryption key—Apply to device.

Figure 38. Encrypt external memory in ISP Programmer

oF I encryption key

KEYO 0 EET O KEYZ 0 EEVE O
KEV4 Ox KEVE Ox KEY6 Ox KEYT Ox

Load from derice || Load from file Save to file

B Artery ISP Multi-Port Programmer (BOOTO0=1, BOOT1=0)

Download user system data file—Edit—Modify the encryption key—Save to file—Start.

1.2.5 Recognize AT32 MCU in program

B Read Cortex-M CPU ID to identify MO, M3 and M4 core
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Figure 39. Read Cortex ID
cortex_id = *(uint32_t*)OXEOOOEDOO;// Read Cortex ID

if((cortex_id == 0x410FC240)|| (cortex_id == 0x410FC241))

{
printf("This chip is Cortex-M4F.\r\n");

printf("This chip is Other Device.\r\n");

B Read PID and UID

Figure 40. Read PID and UID

[* Get the base address of AT32 MCU PID/UID */
#define DEVICE_ID_ADDR1 OX1FFFF7F3 /I Define Artery MCU part number, UID base address
#define DEVICE_ID_ADDR2 0xE0042000 /I Define MCU device number, PID base address

/* Usedto store ID */
uint8_t ID[5] ={0};

[* AT32F403A MCU type table */

constuint64_tAT32_MCU_ID_TABLE[] =

{
0x0000000270050242, /IAT32F403ARCT7 256KB LQFP64
0x00000002700502CA, /IAT32F4A03ARET7 512KB  LQFP64

k

/* Get PID/UID */
ID[0] = *(int)DEVICE_ID_ADDR1;
ID[1] = *(int*)(DEVICE_ID_ADDR2+3);
ID[2] = *(int*)(DEVICE_ID_ADDR2+2);
ID[3] = *(int*)(DEVICE_ID_ADDR2+1);
ID[4] = *(int*)(DEVICE_ID_ADDR2+0);

/* Combine PID/UID */
AT device_id =
((uint64_1)ID[0]<<32)|((uint64_t)ID[1]<<24)|((uint64_t)ID[2]<<16)|((uint64_t)ID[3]<<8)|((uint64_t)ID[4]<<0);

[* Judge AT32 MCU */
for(i=0;i<sizeof(AT32_MCU_ID_TABLE)/sizeof(AT32_MCU_ID_TABLE[0]);i++)

if(AT_device_id == AT32_MCU_ID_TABLE[i])
printf("This chip is AT32F4xx.\r\n");
}

else

printf("This chip is Other Device.\r\n");

}
Note: AT32F4xx MCU contains multiple ID codes. Combine the obtained ID information to a 64 -bit

data to help identify the specific MCU model. For more information, please refer to the Reference
Manual (DEBUG section) of each series and AN0016_Recognize_AT32_MCU (ARTERY’s official
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website—-SUPPORT—AP Note—AN0016).

2 FAQs in downloading/compiling
2.1 Hard Fault Handler

B The SRAM being used exceeds the specified SRAM in user system date.

Please refer to Section 1.2.3 and use ICP/ISP programmer or 3 party programmer to
configure a larger SRAM space before programming.

B The single precision function is enabled in Keil or IAR, while the M4 core FPU register is not
enabled in the code. Please enable FPU function in the code:

Figure 41. Add FPU enabling codes

void SystemInit (void)
{
/* Enable FPU*/

#if defined (__FPU_USED) && (__FPU_USED ==1U)

SCB->CPACR |= ((3U << 10U *2U) | /* set CP10 Full Access*/
(BU<<11U*2U) ); /¥ set CP11 Full Access*/

#endif

B The data being accessed is out of range.
Find out the access violation point and modify the data to the normal range.

B The system clock configuration is out of specification.

2.2 J-Link cannot find IC
B Please refer to FAQO008_ J-Link cannot find IC (ARTERY’s official website—
SUPPORT—FAQ—FAQO0008).

B Please referto FAQ0132_Add Artery MCU to J-Link (ARTERY’s official website—
SUPPORT—FAQ—FAQ0132).

2.3 Problems in program downloading
2.3.1 Error: Flash Download failed—*Cortex-M4”

The following pop-up window appears in KEIL emulation or downloading:
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2.3.2

2.3.3

2.3.4

2.3.5

2022.10.21

Figure 42. Flash Download failed—“Cortex- M4” pops up in downloading

36 void Delay(_ IO uint32 t nTime)
37 84

gg Fng uVision X
40 while (

41 |}

4§ T i Error: Flash Download failed - "Cortex-M4"
43/ **

44 * @bri

45 * @par

46 * @ret o
a7 L x/ s
48 void Tim

493 {

50 if (TiminaDelav != 0Ox00)

This pop-up window may appear in one of the following conditions:
B The access protection is enabled. Please disable MCU access protection and then download.

B The selected Flash file algorithm is incorrect or no Flash file algorithm is loaded. Please add the
proper Flash file algorithm in “Flash Download”.

B BOOTOand BOOT1 are incorrect. Set BOOT0=0 and BOOT1=0 to allow MCU to boot from the
main Flash memory.

B The J-Link version is outdated. Please use 6.20C and above.
B JTAG/SWD PIN is disabled in the program. Please refer to “2.3.5 Resume download”.

No Debug Unit Device found

B The download portis occupied. For example, ICP is connecting to the target device.

B JTAG/SWD connection error or not connected.

RDDI-DAP Error

B Compiler optimization level is too high. For example, the default optimization level of Kell
AC6 is —Oz, which should be changed to -O0/-O1.

B JTAG/SWD PIN is disabled in the program. Please refer to “2.3.5 Resume download”.

ISP serial port gets stuck in downloading

When the ISP serial portis used for downloading, it may be stuck occasionally, and the PC
cannot release serial port in this case.

The following operations are recommended:

B Check whether the power supply is stable;

B Replace with better USB-to-serial port tools, i.e., CH340 chip.

Resume download

When using AT32F403A/AT32F407, the user may not be able to download the program again in
the following conditions:

B After disabling JTAG/SWD PIN in the program, the program cannot be downloaded and
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JTAG/SWD device is not found.

B After entering Standby mode, the program cannot be downloaded and JTAG/SWD device is
not found.

Solutions in KEIL and IAR are as follows:

» Solution 1: Use the ConfigureJLink.exe provided by ARTERY.

» Solution 2: Switch boot mode: switch to Boot[1:0]=01b or Boot[1:0]=11b, and then press
“Reset” button to resume download (note: switch back to Boot[1:0]=00b). Similarly, ISP
download can be resumed.

» Solution 3: ICP tool + AT-Link
AT-Link is specially designed for AT32 MCUs. The ICP can be used together with AT-Link
to resume download. Solution 2 and Solution 3 require Boot PIN or device (AT-Link)
additionally; therefore, this application note mainly introduces Solution 1.

2.3.5.1 Solutionsin KEIL
Use the ConfigurelLink.exe provided by ARTERY.

The following procedures are recommended:

B Place the ConfigJLink_V1.0.0.exe into the directory where the project file (*.uvprojx) is located;

B Double click the ConfigJLink_V1.0.0.exe , and the following window (as shown in Figure 43)
will pop up;

B Tick “Agree” and then click on “OK”; then the progress bar will pop up (as shown in Figure 44),
and wait for the erase progress is completed, and then the program can be downloaded.

Figure 43. Operate ConfigJLink_V1.0.0 in KEIL

|| #AEREE R\ConfiglLink_V1.0.0.exe | =

1. RITIHEIEE2ERFlash

2. i51EsRiERLink

r B=
v FE=

&
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Figure 44. ConfigJLink_V1.0.0 execution progress in KEIL

SEGGER J-Link V6.34c - Flash download (1024 KEB)

Compars [ a I o000

Erase [ 125% 1.665s
Program | 0.0z
Verify | 0.0%
Erasing range 0x08020000 - 0x080207FF (1 sector, 2 KB 1.665z

Note 1: Make sure that SEGGER J-Link interface DLL is not lower than V6.14.

Note 2: If JTAG/SWD PIN is disabled every time the program is downloaded, perform the preceding

steps before downloading the program.

Note 3: If the MCU enters Standby mode every time the program is downloaded, perform the

preceding steps before the chip is powered on.

Note 4: In Keil, AT32F403A /AT32F407 enters Standby mode, the solution using ConfigureJLink.exe

is invalid.

Solutionsin IAR
Use the ConfigJLink_V1.0.0.exe provided by ARTERY.

The following procedures are recommended:

B Place the ConfigJLink V1.0.0.exe to the settings folder under the project directory.

B Double click the ConfigdLink_V1.0.0.exe, and the following window (as shown in Figure 45) will

pop up.

B Tick “Agree” and then click on “OK”; then the progress bar will pop up (as shown in Figure 46),
and wait for the erase progress is completed, and then the program can be downloaded.

Figure 45. Operate ConfigJLink _V1.0.0 in IAR

i | wmAER 22 |ER\Configllink V1.0.0.exe [ o |[ @ |[ &

1. MATIIEIER2ERFlash
2. i5IF#faiERJLink

M EE
v FES

e
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Figure 46. ConfigJLink_V1.0.0 execution progress in IAR

SEGGER J-Link V6.34c - Flash download (1024 KEB)

Compars [ a I o000

Erase [ 125% 1.665s
Program | 0.0z
Verify | 0.0%
Erasing range 0x08020000 - 0x080207FF (1 sector, 2 KB 1.665z

Note 1: Make sure that SEGGER J-Link interface DLL is not lower than V6.14.

Note 2: If JTAG/SWD PIN is disabled every time the program is downloaded, perform the preceding
steps before downloading the program.

Note 3: If the MCU enters Standby mode every time the program is downloaded, perform the
preceding steps before the chip is powered on.

Security Library (sLib)

Introduction

As more and more MCU applications require complex algorithms and middleware solutions, it has
become an important issue that how to protect IP-Codes (such as core algorithms) developed by
software solution providers.

The AT32F403A/407 series is designed with a security library (sLib) to protectimportant IP-Codes
against being changed or read by the end user’s program.

Principles of application

B Security library (sLib) is a defined area protected by a code in the main memory. Software
solution providers store core algorithms in sLib for protection. The rest of the area can be used
for secondary development by terminal customers.

B Security library includes the instruction security library (SLIB_INSTRUCTION) and data security
library (SLIB_DATA). Users can select part of or the whole security library for instruction storage,

but using the whole security library for storing data is not supported.

B Program codes in the instruction security library (SLIB_INSTRUCTION) can only be fetched by
MCU through I-Code bus (can only be executed) and cannot be read through D-Code (including
ISP/ICP debug mode and programs that boot from internal RAM). When accessing the
SLIB_INSTRUCTION in the manner of reading data, values are all read OxFF.

B Datain the data security library (SLIB_DATA) can only be read through D-Code bus and cannot
be programmed.

B Theprogram code and data in security library cannot be erased unless the correct code is keyed
in. If a wrong code is keyed in, in an attempt of writing or erasing the security library, a warning
message will be issued by EPPERR=1 in the FLASH_STS register.

B The program code and data in security library are not erased when the end users perform a
mass erase on the main Flash memory.

B Users can write the previously defined password in the SLIB_PWD_CLR register to disable

32 Ver 2.0.3




1R Getting Started with AT32F403A & AT32F407

security library protection. When the security library protection is disabled, the chip will
perform a mass erase on the main Flash memory (including the contents of security library).
Therefore, evenif the code defined by the software solution provider is leaked, the program code

will not be leaked.

3.3  Security library application

For details, please refer to ANO0040_AT32F403A 407 _Security Library Application_Note
(ARTERY's official website—»SUPPORT—AP Note—AN0040).
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4 Revision history
Table 1. Document revision history
Date Version Revision note
2021.12.27 2.00 Initial release
2022.08.03 2.0.1 Updated 3" party programming tools.
2022.10.08 2.0.2 Added description of developmentenvironmentand file path.
2022.10.21 203 Optimized description of UID and PID.
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IMPORTANT NOTICE — PLEASE READ CAREFULLY

Purchasers are solely responsible forthe selection and use of ARTERY’sproductsand services; ARTERY assumesno liability for

purchasers selection oruse of the productsand the relevant services.

No license, expressor implied, to any intellectual property rightisgranted by ARTERY herein regardlessof the existence of any previou s
representation in any forms. If any part of thisdocumentinvolvesthird party’sproductsor services, itdoesNOT imply that ARTERY
authorizesthe use of the third party’sproductsor services, orpemitsany of the intellectual property, or guaranteesany uses of the third

party’s productsor services or intellectual property inany way.

Except as provided in ARTERY’stermsand conditionsof sale for such products, ARTERY disclaimsany expressor implied warranty,
relating to use and/or sale of the products, including but not restricted to liability or warrantiesrelating to merchantabil ity, finessfor a
particular purpose (based on the correspondinglegal situationin any unjudicial districts), orinfringementof any patent, copyright, or other

intellectual property right.

ARTERY’sproductsare not designed for the following purposes, and thusnot intended for the following uses: (A) Applicationsthat have
specific requirementson safety, forexample: life-support applications, activeimplantdevices, or systems that have specific requirements
on product function safety; (B) Aviation applications; (C) Auto-motive application or environment; (D) Aerospace applicationsor
environment, and/or (E) weapons. Since ARTERY productsare notintended for the above-mentioned purposes, if purchasersapply
ARTERY productsto these purposes, purchasers are solely responsible forany consequences orrisks caused, even if any written notice is
sent to ARTERY by purchasers; in addition, purchasersare solely responsible forthe compliance with all statutory and regula tory

requirementsregardingthese uses.

Any inconsistency of the sold ARTERY productswith the statementand/or technical features specification described inthisdocumentwill
immediately cause the invalidity of any warranty granted by ARTERY productsor services stated in thisdocument by ARTERY,and
ARTERY disclaimsany responsibility in any form.

© 2022 ARTERY Technology — All Rights Reserved
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