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Introduction

AT32 MCUs have factory-default bootloader, which can be programmed by users in application.
With the increasing use of embedded applications, product security becomes more and more
important, including hardware protection and protecting the product from being hacked. In the
embedded system, all codes and data are stored in the Flash (it can be erased and programmed
for several times, and internal data is not lost in case of power off) To protect data in the Flash,
many Flash vendors provide an OTP (One Time Programmable) register that can be programmed
only once and cannot be modified after programming. Users can store special information in the
OTP register, such as the product’s software version number, hardware version humber, secret
keys, etc.

This application note introduces how to use AT32 MCUs (with sLib) to implement functions similar
to OTP register.

Reference:
Flash memory controller section of the reference manual for each series

Applicable products:

Part number AT32 series with sLib
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Overview

Different AT32 MCUs may have different sLib (security library) configurations due to function
improvement and optimization. Users can use the OTP function to store special data that can be
read but not be modified or erased.

The sLib of AT32 MCUs mainly consists of:

® |-BUS area where instructions can be read through I-Code bus only;

® D-BUS area where data can be read through D-Code bus only;

® READ-ONLY area that can be read through I-Code and D-Code bus.

As long as the area is accessible through D-Code bus, the data in this area can be read but cannot
be erased or modified (unless the original developer enters a custom secret key to disable sLib
protection to perform mass erase), implementing the OTP function. Therefore, the developer only
needs to store the data requiring OTP function in the area that is accessible through D-Code bus,
so that the data can be read only but not be erased or modified.

(|
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Operation instruction

According to the structure of AT32 MCU sLib, the OTP data to be stored must be placed in the area
(D-BUS area or READ-ONLY area) that is accessible through D-Code bus.

Operation through codes

This section introduces how to enable sLib on the demo AT-START-403A evaluation board and
place the data to D-Code area.

Operating procedures:
1) Press USER button to trigger;

2) If the program is executed for the first time (MCU with sLib disabled), go to step 3; otherwise
(MCU with sLib enabled), go to step 7;

3) Configure sLib, including password and range;
4) Write OTP data to the sLib D-code area;

5) LED2/3/4 light up simultaneously;

6) Press RESET button to reset, and repeat step 1;

7) The OTP function is enabled; sLib is enabled and cannot be configured again, and data in the
corresponding area cannot be erased or modified; LED2 lights up;

8) Press USER button to trigger;

9) Disable sLib (when the program runs in the Flash, executing this step will trigger Flash mass
erase, so that the program cannot continue running), and perform system reset.

Notes:

® In the demo, 256 bytes of data is defined as OTP data, and the selected sLib D-Code area is
the last sector in the configurable sLib range of the corresponding MCU. For details about the
configurable sLib range, refer to the sLib application note of each AT32 MCU series.

® After the demonstration is completed, disable sLib for follow-up MCU debugging. In practical
application, after being enabled, the sLib OTP function will not be disabled.

Operation through ICP/ISP

Users can implement OTP function more conveniently by using upper-computer software (such as

ICP/ISP) provided by Artery. When programming the project file, the OTP data to be saved should

be programmed together to implement sLib OTP function.

For online programming with ICP programmer, the following procedures are recommended:

1) Add the corresponding files to be programmed: LED.bin is the project file, and OTP_DATA.bin
is the OTP data to be saved;
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Figure 1. Add files in ICP Programmer
7 Artery ICP Programmer_V2.5.02 - — — - [E=NE )

File  J-Link settings ~ AT-Link settings Target Language Help

Part Number: AT32F403AVGT7 FlashSize: 1024KB __:1 ?r ?

AT-Link FW: V1.5.17 AIN: 9B8117624F0EF918

AT-Link SN: 47159C010040054205177D02 ﬁ #._-'}: jj

[E] sPim FLASH_DA 0Ox 0

Memory read settings

Address Ox  080ff800 Read size Ox 100 Data bits

File info
Na.  File name File size  Address range(0x) Add
1 LED.bin 1928 08000000-08000787
2 OTP_DATA.bin 256

Flash CRC I Ime CRcVanfy] l DownLoad

Address range:[0x080FF800 0x080FF8FF]  checksum: 0x00007F80

0 [1 [z |3 =2 |5 & [7 [& s [a |B [c [0 |E |F
00 (o1 |02 (03 |04 |05 |06 |07 (08 |09 (DA (0B [0C (0D |OE |OF
Ox0BOFFE10 10 (11 (12 (13 |14 |15 |16 (17 (18 |19 |1A (1B |iC 1D |1E |IF
Ox0B0FF820 20 (;1 |22 |23 |24 |25 |26 |27 (28 |29 [2A (2B (¢ (2D |2 |2F |r'®
x0BOFF830 30 |31 (32 |33 |34 |35 (36 (37 (38 (39 (3A [3B |3C 3D [3E |3F |OL
0x0BOFF84D 40 (41 |22 |43 |44 |45 |46 47 |48 (49 [4A (4B [4C 4D [4E |4F |@
[ ——
10:38:59 : AT-Link connection is successful -

10:38:59 : Part Number: AT32F403AVGT7  FlashSize: 1024KB
10:38:59 : Target device connection successfully!

Current Time : 2022/1/19 10:51:10 All Rights reserved by Artery Technology Co.Ltd

2) Configure the corresponding sLib parameters, and start download;

Figure 2. Configure and download in ICP Programmer
T pe——————

sLib status
T Diaalsh Remaining usage times: 241
|Er|ab|e password Ox 353663366 | slib oosiion Main Elach
Disable password Ox Start sector Sectord10--0x080FFO00  ~
Disable sLib DATA start sector | Sector511--0x080FFE00 ~
End sector Sector511--0x0B0FFB00  ~
Extra options
I Erase options.
[Erase the sectors of file size -
[¥] Verify Custom encryption key for verif
[7] Disable sLib before download [T] Write software serial number(SN)
08010000
Current SN Ox | 00000001
[7] Disable FAP before download
00000001

[7] Enable FAP after download
= Jump to the user program

[7] Button free mode
[T] Write user system data

Start Download Cance

2022.01.18 7 Ver 2.0.0



AR One Time Programmable (OTP) ON AT32 MCU

3) Verify OTP function: execute the main memory erase operation, and then read the OTP data
storage location (the data cannot be erased, so it is valid).

Figure 3. Verification result
Address range: [UXUgUTTell UXIBTFFEFF] checksum: UXOU0T7FET

Address o [ (2 |5 [4 |5 & |7 [[8 |9 [[A |8 |[lc [0 [E [[F [a~
00 01 (02 |03 |04 |05 |06 [07 |08 [09 [0A |0B |OC (0D [OE [OF |o |E
OxDBOFFE10 10 |11 (12 |13 |14 |15 [16 [17 |18 |19 [1a |18 |1c |10 [1E [1F [z
OxDBOFFE20 20 (21 |22 |23 |24 |25 |26 |27 |28 |29 |2A (28 |2¢ |20 |2E |2F |1e
OxDBOFFE30 30 |31 (32 (33 (34 (35 (36 |37 |38 (39 [3A 3B [3C |30 |3E [3F |oL
OxDBOFF840 40 (41 |42 |43 |44 |45 |46 |47 (48 |49 (4A (4B |4C [4D [4E |4F |@»
F— S
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3 Revision history
Table 1. Document revision history
Date Version Revision note
2022.01.18 2.0.0 Initial release.
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IMPORTANT NOTICE — PLEASE READ CAREFULLY

Purchasers are solely responsible for the selection and use of ARTERY’s products and services; ARTERY assumes no liability for

purchasers’ selection or use of the products and the relevant services.

No license, express or implied, to any intellectual property right is granted by ARTERY herein regardless of the existence of any previous
representation in any forms. If any part of this document involves third party’s products or services, it does NOT imply that ARTERY
authorizes the use of the third party’s products or services, or permits any of the intellectual property, or guarantees any uses of the third

party’s products or services or intellectual property in any way.

Except as provided in ARTERY’s terms and conditions of sale for such products, ARTERY disclaims any express or implied warranty,
relating to use and/or sale of the products, including but not restricted to liability or warranties relating to merchantability, fitness for a
particular purpose (based on the corresponding legal situation in any unjudicial districts), or infringement of any patent, copyright, or other

intellectual property right.

ARTERY’s products are not designed for the following purposes, and thus not intended for the following uses: (A) Applications that have
specific requirements on safety, for example: life-support applications, active implant devices, or systems that have specific requirements
on product function safety; (B) Aviation applications; (C) Aerospace applications or environment; (D) Weapons, and/or (E) Other
applications that may cause injuries, deaths or property damages. Since ARTERY products are not intended for the above-mentioned
purposes, if purchasers apply ARTERY products to these purposes, purchasers are solely responsible for any consequences or risks
caused, even if any written notice is sent to ARTERY by purchasers; in addition, purchasers are solely responsible for the compliance with

all statutory and regulatory requirements regarding these uses.

Any inconsistency of the sold ARTERY products with the statement and/or technical features specification described in this document will
immediately cause the invalidity of any warranty granted by ARTERY products or services stated in this document by ARTERY, and
ARTERY disclaims any responsibility in any form.

© 2022 ARTERY Technology — All Rights Reserved
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